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Abstract  
This document describes the Data Management Plan (DMP) and serves as a guide for the 

partners of the ODIN project. This deliverable is the second version of the DMP, which outlines 

the data processing activities of the partners, the security measures implemented, as well as their 

IPR and FAIR data strategies. Further, this document identifies the data which will be generated 

during ODIN®s execution, and the already existing data used within the tasks, as well as the data 

flows where data is to be shared within the Consortium. The findings leverage on inputs provided 

by the consortium, as the partners and pilots® managers will continue to update this deliverable.  A 

final version of the DMP will be presented at the very end of the project and will include 

conclusions on the data processing and ODIN consortium agreements. 

 

Statement of originality 
This deliverable contains original unpublished work except where clearly indicated otherwise. 

Acknowledgement of previously published material and of the work of others has been made 

through appropriate citation, quotation or both. 
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Executive Summary  
The current document presents the second iteration of the Data Management Plan (DMP) 

designated to the partners of the ODIN project for their data processing-related activities, as well 

as for the data processing activates in the different hospital use cases (pilots). The plan specifies 

the Data Governance and handling of personal and sensitive data during the project activates; 

outlining what types of data are expected to be generated and used, if and how it will be shared 

and made accessible internally and, after the lifetime of the project, externally for verification and 

re-use. The plan explains how partners intend to store and protect data, considering, in particular, 

ethical, privacy, and security issues. The guidelines on collecting and characterizing datasets 

follow the ethics, privacy and legal framework delivered in D8.2. All findings are based on the 

answers provided by the partners to dedicated Data Management Questionnaires.  

 

The DMP covers the entire research data life cycle and is consistent with exploitation and 

Intellectual Property Rights (IPR) requirements, while at the same time respecting FAIR (Findable, 

Accessible, Interoperable and Reusable) data principles. Sensitive and personal data of patients 

and participants will be kept strictly confidential and either anonymized or pseudonymized, to 

maintain compliance with General Data Protection Regulation (GDPR).  
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1 Introduction  
 

1.1 The Odin Project: Overview  
The ODIN project focuses on identified hospitals® critical challenges which will be faced by 

combining robotics, Internet of Things (IoT) and artificial intelligence (AI) to empower workers, 

medical locations, logistics and interaction with the hospital®s territory. According to their 

expertise, the project®s consortium has divided its management responsibilities into the areas 

showcased below in Figure 1. ODIN®s aspiration to enhance healthcare for patients, leveraging 
on AI, robotics, emerging techniques, approaches and methods results in critical ethical and data 

protection issues, such as potential harms to autonomy, dignity, privacy, moral responsibility, 

equality, transparency, safety, accountability, and liability. To meaningfully address these 

challenges and develop a commonly followed strategy for risk mitigation and compliance, the 

project management and coordination work package (WP1) has dedicated a task (T1.4) to Data 

Management and Ethics.  

          

 

 

 

 

 

 

Figure 1: The position of D1.2 in ODIN Management 
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1.2 About this Deliverable 
The European Commission defines1 Data Management Plans (DMPs) as key elements of good 

data management. A DMP should describe the data management life cycle for the data to be 

collected, processed and/or generated. As part of making research data findable, accessible, 

interoperable and re-usable (FAIR), a DMP should include information on: 

¶ The handling of research data during & after the end of the project; 

¶ What data will be collected, processed and/or generated; 

¶ Which methodology & standards will be applied; 

¶ Whether data will be shared/made open access; 

¶ How data will be curated & preserved (including after the end of the project). 

Deliverable D1.2 is a plan for ethical and GDPR-compliant data management among the ODIN 

consortium. It is a product of task T1.4 ̄Data Management and Ethics° and aims at summarizing 

the data to be generated within the project and the envisioned data processing. The current 

deliverable is the first version of the plan and is produced at month 10. It is a recurrent live 

deliverable, which will be constantly updated according to partners® inputs and will reflect on any 

changes regarding data generation, usage, processing, storage, and ethical management. A 

second version in month 24 will update the data processing activities and include the initial plan 

for exploitation and preservation. The deliverable®s final version, which will be produced in month 

42, will include the final work done in terms of data processing in alignment with the ODIN 

consortium agreements. 

1.3 Context of the Deliverable 
Table 1. Deliverable context 

PROJECT ITEM IN THE DOA RELATIONSHIP 

Project Objectives 

In providing a management plan for compliant handling of data in 

the scope of the ODIN project, the DMP contributes to the 

realization of the objectives, tightly dependent on a compliance with 

legal, ethical and security frameworks. In particular, the DMP 

suffices the requirements in O1 to support the interoperable and 

effective implementation of the decentralized ODIN platform; O2 to 

guarantee the delivery and scale-up of innovative services in 

accordance with national and European legal frameworks; and O4 

to help set up an exploitation strategy for data, specifically in terms 

of delivery to European Data Space. 

Exploitable results 

The deliverable presents a model for data management and will 

serve as a reference for the consortium. Exploitation strategy for 

open access data can be further explored outside the consortium. 

 

 

 

 

1 https://ec.europa.eu/research/participants/docs/h2020-funding-guide/cross-cutting-issues/open-access-data-management/data-

management_en.htm.  

https://ec.europa.eu/research/participants/docs/h2020-funding-guide/cross-cutting-issues/open-access-data-management/data-management_en.htm
https://ec.europa.eu/research/participants/docs/h2020-funding-guide/cross-cutting-issues/open-access-data-management/data-management_en.htm
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Workplan 

The deliverable will be constantly updated according to the DoA. 

Our partners will be encouraged to provide constant up-to-date 

inputs regarding their data processing activities. Pilots® progress in 

this regard will be monitored and documented. 

Milestones D1.2 is a key deliverable for the Preparation milestone.  

Deliverables 

D1.2 defines the Data Management plan of the project. It is also 

connected to other deliverables such as D8.2, D11.1, D11.2, and 

D11.3. 

Risks 

The constant update of information from the pilots will need to be 

monitored. Particular attention will need to be devoted to data 

sharing issues. 

 

1.4 Methodology   
The Data Management plan combines both data protection and ethical aspects of the compliant 

handling of data, lays down regulatory principles, and identifies best practises. For the purposes 

of the deliverable, a dedicated ethics and data protection questionnaire has been developed 

(Appendix A). The questionnaire consists of six parts: 1) Part A required partners to describe the 

datasets that are either generated and/or collected and/or processed within the context of ODIN 

(personal or non-personal), 2) Part B, focusing on the measures implemented to make data FAIR 

(Findable, Accessible, Interoperable and Re-usable), 3) Part C, analysing any cost implications 

that making data FAIR would entail, 4) Part D, requiring that the partners describe in detail the 

security measures implemented to ensure data remains safe, 5) Part E, expanding on any ethical 

or legal issues identified by your organisation that have impacted or might impact data sharing, 

and 6) Part F, requiring an analysis of the Intellectual Property Rights (IPR) brought to the project 

or generated through it, as well as the steps to exploit it. The representatives of each partner 

organization within the ODIN consortium received the questionnaire in a digitalized form and were 

asked to provide their inputs.  

These interactive activities are complemented by research on the GDPR and other applicable EU 

legislation (as comprehensively mapped in the previous version of this deliverable and D8.2). The 

data management plan acknowledges and takes into account any complementary EU Member 

State legislation around the processing of special categories of data and demands declaration 

from partners that they abide by these rules and thus efficiently safeguard data subjects® rights. 

The figure below (Figure 2) describes the creation of the Data Management Plan. As outlined 

above, this is a living document, which incorporates best practices and main principles in the field 

of data protection and ethics; it offers mitigation strategies for various issues, including IPR 

management. Being a living document, the DMP presents the current state of partner®s data 

management activities and anticipated actions. Identified issues and the effectiveness of applied 

mitigation measures will be further evaluated in the final iteration of this deliverable.  
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Figure 2: DMP Methodology 
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2 Data summary  

2.1 Data generation and data flows in ODIN 

2.1.1 Purpose of Data Generation and Relation to Objectives 

In the context of the ODIN project, personal data are processed with the aim of working on 

solutions with technologies for the better quality of life and (health) care. The purpose of the 

treatment is to carry out the management of stakeholder participation in the project. Likewise, the 

data may be processed to develop ODIN®s own dissemination activities or to send information 

about participation in the project-to-project users. 

Personal data of participants will only be used for the development of the implementation in the 

region where the ODIN project is developed, being stored with all the possible guarantees of 

confidentiality and privacy. Figure 3 below demonstrates the information flow within the project. 

 

 

     Figure 3: Information Flow in ODIN 

 

2.1.2 Type and Format of Generated Datasets for ODIN  

Data in the context of ODIN are collected at the project level by non-pilot owners and at the pilots® 

level by pilot-owners. In the context of ODIN, data is collected for production of deliverables, for 

training AI algorithms and, consequently, robots, for initial analysis of requirements and use-case 

catalogue production, as well as for model validation. The following table presents the datasets 

which each partner will generate, irrespective of their personal data protection relevance. The 

established interconnections would facilitate data mapping, which is particularly relevant in terms 

of data sharing within the consortium. Detailed information about the generated data by each 

partner is provided in the submitted Data Management Questionnaires.  
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                Table 2: Data generated by the partners in different work packages for their deliverables 

Partner Work Package/ 

Task  

Asset Type & Format  

MDT WP2, T2.1 Interviews 1:1 with hospitals .docx, .pptx 

MDT WP2, T2.1 Requirements questionnaire  .xlsx 

MDT WP2, T2.1 Stakeholder mapping 

workshop 

Miro board (online); 

.docx, .pptx 

MDT WP2, T2.5 Pilot Sites Legislation on 

Public Procurement 

.docx 

MDT WP2, T2.5 Form to capture needs, 

requirements, and problems 

towards Public Procurement 

Processes 

.docx 

MDT WP2, T2.5 Public procurement form from 

suppliers 

.docx 

MDT WP8, T8.2 A report summarising 

applicable standards to ODIN, 

and a standardisation and 

certification strategy, plus a 

sustainability plan, together 

with a general overview on the 

relevance of standardisation 

and certification to introduce 

the topic to Hospital partners 

.docx, .ppt 

MDT WP9 Interviews 1:1 and workshops 

with hospitals and relevant 

partners to understand the 

needs for exploitation of 

project®s results 

Exploitation plan of 

each partner: .docx, 

.pdf, .xlsx 

MDT WP10, T10. ODIN Community of Interest ODIN Website, .pdf, 

.xlsx, .docx 

MDT WP10, T2.2 Focus Group on Public 

Procurement with hospitals 

.docx, .pdf 

MDT WP10, T2.3 Focus Group on Public 

Procurement with suppliers 

.docx, .pdf 

MDT WP10, T10.4 Open Call submission portal  ODIN Website, .pdf, 

.docx, .xlsx 
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CERTH WP5, T5.2 Video format, RGB image 

format, Pointcloud format from 

depth sensors 

either .mp4 or .avi, 

.png, and .pcd. 

FORTH WP6, T6.1, 

T6.2, T6.3  

Pilot Data  JSON data types in 

either excel format, in 

SQL databases, in 

EHR systems, in xml 

format 

UoW WP3, WP6, 

WP7 

Information referred to the 

pilots® representatives, their 

experiment definition and the 

procedure followed by each 

partner to obtain the ethical 

approval 

.doc; .pdf; xcl 

SSSA WP5 Data coming from cameras 

and used for human 

awareness, robot navigation, 

human detection and tracking, 

social interaction models, 

monitoring and security, 

human action and behavioural 

recognition, human-robot 

interaction, etc. 

Data coming from 

sensors or HMIs (e.g., 

images); digital data 

SSSA WP5 Data coming from sensors for 

localization of devices and 

robots that could be 

transported by people or 

wearables for cognitive 

performance monitoring and 

user®s state estimation (stress, 

cognitive load, sleep quality, 

etc.) 

Data coming from 

sensors or HMIs (e.g., 

images); digital data 

SSSA WP5 Sensitive data of patients and 

workers that are 

transmitted/processed 

through robotic modules that 

come from human-machine 

interfaces installed in the 

robots (for accessing to 

services or registrations) or 

coming from the Hospital®s ICT 

infrastructure (other WP®s) 

Data coming from 

sensors or HMIs (e.g., 

images); digital data 

ROBOTNIC  Data related to the movement 

of the robot and its commands 

JSON format 

MYS WP4 Technical requirements that 

are needed to achieve Use 

Free text from 

datasheet surveys.  
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Case objectives from each 

Work Package.  

Opinions about the type of 

documentation and support 

service levels that partners 

can offer.  

Designs of the ODIN 

architecture. 

Free text 

documentation and 

images of the designs. 

THL WP5, T5.3 Technical data related to 

robots® operation and status 

Robotic data formats 

will be custom defined 

through the ROS 

messaging and service 

interface (.msg and 

.srv file format) 

PEN  WP6 Analytics and AI in specific 

clinical use cases to process 

de-identified patient data and 

relevant process and 

administrative data. The 

output of the work will be 

models. 

Not defined yet. 

UPM  WP2, T2.4 Participant data collected 

through interviews and 

workshops 

Text documents 

UPM WP3, T3.3 User data collected for identity 

management (i.e., 

credentials) 

JSON or another 

interoperable format 

UPM WP4, T4.6 
Data related to metrics such 

as logs, usage stats of the 

platform 

JSON or another 

interoperable format 

UPM WP5 Data related to interaction of 

users with social robots 

JSON or another 

interoperable format 

UPM WP7, T7.1 Data from pilots collected 

through questionnaires 

Text documents 

UPM WP10, T10.3 Data from open calls 

submissions (participant 

forms, project specification, 

etc.) 

Digital format, not yet 

defined 

UCBM WP7 Robot data: robot data 

recorded during testing, 

debugging and verification of 

the developed software 

modules (e.g., positions, 

velocities, forces, torques, 

RGB-D camera data). 

Possible format will 

include .csv or .txt. 
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UCBM WP7 Physiological data: 

physiological data recorded 

during testing, debugging and 

verification of the developed 

software modules (e.g., 

electromyography, galvanic 

skin response, heart rate, 

respiration rate). 

Possible format will 

include .csv or .txt. 

UCBM WP5, WP7 Patient ID and HIS data: 

patient data (e.g., ID, 

pathologies, allergies, 

intolerances, diet) extracted 

from the HIS for testing, 

debugging and verification of 

the developed software 

modules.  

Possible format will 

include:.xslx or .json or 

.csv. 

UMCU  WP7 UC3: Generation of patient 

data from patients using the 

Luscii app for monitoring  

.cvs 

SERMAS WP7 UC1: Information concerning 

material and equipment 

consumptions and purchases 

for a yet to be defined medical 

procedure  

CSV file 

SERMAS WP7 UC1: Data from patients who 

undergo the yet to be defined 

medical procedure  

CSV file 

SERMAS WP7 UC2: Internal data from a 

robot used to transport 

materials from a storage room 

to an operation room  

To be defined.  

SERMAS WP7 UC7: Video image of a hospital 

area (either the emergency 

service or a surgical area), 

geographical position of 

equipment and personnel/ 

patients (RFID) 

Video files.  

CUB WP7, WP8, 

WP9 

Questionnaires distributed to 

stakeholders, students, and 

pilot participants to collect 

medical data and economic 

data. 

Text data on paper; 

.pdf, textual data from 

medical records; EDF 

format data from sleep 

recording equipment 

MUL WP7 Architectural data from the 

hospital administration 

To be defined 
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MUL WP7 IoT data from tagging devices To be defined 

MUL WP7 Data related to clinical staff 

and patients, i.e., the final 

users of equipment and 

consumables 

CSV Comma 

Separated Values, XLS 

Excel Spreadsheets 

MUL WP7 EHR data, originating from the 

P1 EHR system, made 

available under nationwide P1 

universal eHealth system, 

currently under 

implementation 

SNOMED, ICD 10, ICD 

9 

M&S WP9, T9.1 

WP10, T10.1 

Contact list .xls/.xlsx, .csv 

M&S WP10, T10.1 Information on similar projects  .xls/.xlsx 

M&S WP10, T10.1 Data on supply and demand of 

ODIN related products 

.xls/.xlsx 

M&S WP10, T10.1 Questionnaires for Trust 

building and Ecosystem 

enlargement 

.xls/.xlsx 

UDGA WP1, T1.4 Questionnaires for information 

on partner data management 

activities 

.docx; .pdf 

UDGA WP8, T8.3 Partner inputs on certification 

demand 

.docx; .pdf 

UDGA WP8, T8.4 Partner inputs on data ethics 

for hospital procurement  

.docx; .pdf 

MEDEA WP7, T7.2, 

T7.5, T7.7 

Data referring to technological 

components provided by the 

partners;  

¶ the viewpoints of top-

managers, lead users 

(doctors, nurses, technical 

staff) and end-users 

(patients and relatives), 

including user experience, 

user acceptance, 

usability, ergonomics, 

safety and ethics aspects  

¶ the impact on hospital 

management and cost 

effectiveness of the 

.xlxs or .docx 
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solutions according to 

specific identified KPIs 

MEDEA WP9, T9.2 Data for the PESTLE analysis  

to analyse events and trends 

in areas that commonly affect 

business operations and 

performance 

.xlxs or .docs 

 

 

 

2.1.3 Pilots® Data Flows 

In order to create a more comprehensive image of the data flows within the pilots, UML drawings 

were designed, as below: 

 

A. CUB 

CUB will be collecting and sharing data with partners in four instances, as can be demonstrated 

below. Data related to sleep disorder management is collected, also including sensitive personal 

data, and shared with Philips in a complete anonymized format for the purpose of training the 

algorithm. Data will be anonymized manually by qualified personnel within CUB, removing all 

personal data and identifiers that can lead to the re-identification of the data subjects. 

 

Figure 4: RUC A: Sleep disorder management through Pulse Oximetry Data Flow 

 

Similarly, in the scenario of the sleep disorder management through Polysomnography, CUB will 

be sharing data with Philips for the training of the algorithm and with CERTH for the training of its 

analytics and visualization tools. All data will be strictly anonymized through a manual procedure 

performed by qualified personnel within CUB, removing all personal data and identifiers that can 

lead to the re-identification of the data subjects. 
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Figure 5: RUC A: Sleep disorder management through Polysomnography Data Flow 

 

 

Additionally, data referring only to the number of the patient ward will be shared with the ODIN 

platform and the CERTHbot. Patients, if they desire so, can be provided with a QR code containing 

their ward number that can only be scanned by the CERTHbot, so that it can guide them to their 

room. 

 

Figure 6- RUC A: UC 4 CERTH Bot Receptionist Data Flow 

 

 

 

Finally, CUB will be using the CERTHbot in order to identify and inform the CUB personnel of 

abnormal behaviors during sleep. The bot will be creating an alert that an abnormal behavior was 

noted, providing only the room number in question, transmitting the data through the ODIN 

platform. From there, sleep technicians will be notified with a pop-up message containing only the 

room number so that they can check in person the status. 


















































































































