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Abstract  
The current document builds upon the results of ODIN deliverable 8.4 and introduces new 

elements in line with the latest developments of the project, and in direct alignment with the 

actions carried out in WP1. To this end, the deliverable has two main areas of action: 1) 

performance of an initial ethical impact assessment of the ODIN activities and Reference Use 

Cases (RUCs); and 2) updating the work done in the previous deliverable on data ethics in public 

procurement for hospitals. 

The first of these activities is performed in line with the ethical impact assessment methodologies 

developed by the SIENNA project. To this end, the deliverable seeks to synthesise the general 

background information of the ODIN project and its proposed framework, to then identify the 

relevant stakeholders, showcase the key features of the project pilots and map the expected data 

flows in each of the project®s use-cases. Following these actions, relevant ethical values and 

principles are identified and contextualised to the mapped RUCs, providing a baseline for the final 

ethics assessment to be presented in the final iteration of this deliverable. 

The following sections of the deliverable present again the examination of the legal frameworks 

and best practices in terms of data procurement. With a praxis-oriented approach, this report 

maps the most relevant instruments on national, European, and international levels for ethical 

compliance, building the bridge between the theoretical research outcomes and their practical 

application in the ODIN project. It re-examines the results of the survey generated in the D8.4 and 

the mitigation measures it proposed to support compliance and strengthen the privacy protection 

of data in public procurement without disadvantaging the research activities and its aims. 

Finally, the deliverable concludes with a series of recommendations with regards to ethical 

sourcing of datasets and sets the baseline elements for a second survey to be performed by the 

end of the project with a specific focus on pre-exploitation ethics compliance and public 

procurement compatibility of the ODIN solutions. 

 

Statement of originality 
This deliverable contains original unpublished work except where clearly indicated otherwise. 

Acknowledgement of previously published material and of the work of others has been made 

through appropriate citation, quotation or both. 
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1 Introduction  
Public procurement refers to the process by which public authorities, such as government 

departments or local authorities, purchase work, goods or services from companies (­Public 

Procurement®, no date). According to the European Commission, around 14% of the European 

Union®s GDP (around  2 trillion per year) is spent on the purchase of services, works and supplies, 

while in many sectors including the provision of health services, public authorities are the principal 

buyers (¯SME Needs Analysis in Public Procurement°, EC Report, July 2021). 

On the other side, data ethics ­®¤ is the responsible and sustainable use of data®®. It is about doing 

the right thing for people and society. Any data processing activity should benefit humans, 

promote transparency and aim at accountability (DataEthics.eu, 2020). At the moment, a public 

procurement process that includes data ethics does not exist, yet it is becoming increasingly 

important as data analytics are included in each deployment of AI systems. 

This deliverable aims to provide an overview of the ODIN project and its proposed framework, to 

then identify the relevant stakeholders, showcase the key features of the project pilots and map 

the expected data flows in each of the project®s use-cases. Upon these actions, it will set the 

stage for both an ethics impact assessment of the project®s solutions and identify requirements 

and frameworks that could be included in the Innovative Procurement Journey (­IPJ®) ODIN 

aspires to create while considering the regulatory landscape that currently exists within the EU. 

To this end, the deliverable introduces data flow mappings developed in direct coordination with 

WP7 and builds upon the activities of WP1®s task on data management to ensure a cross-cutting 

approach that 1) supports the development of privacy by design and privacy-enhancing products 

and infrastructures; and 2) seeks to enable further collaboration  of other tasks in the project with 

T8.3 towards the refinement of the proposed solutions in a way that addresses identified ethical 

issues. The final iteration of this deliverable will seek to further clarify any identified issues and 

strengthen the relationship between data ethics in the context of the project®s activities (and 

associated exploitation actions), and the procurement needs of public hospitals. 
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1.1 Deliverable context 
Table 1: Deliverable context 

PROJECT ITEM IN THE DOA RELATIONSHIP 

Project Objectives 

This deliverable contributes to meet O2: Build a dynamic and 

collaborative co-creation mechanism for Innovative Procurement 

Journey to guarantee the delivery and scale-up of innovative 

services that are accepted, safe, trusted and compliant with 

current standards and rules. 

Exploitable results 

This deliverable will contribute to develop best practices and 

enablers regarding data ethics in public procurement, that would 

be utilised in the IPJ ODIN proposes. Some exploitable tools and 

solutions are envisioned in the context of the final iteration of this 

deliverable. 

Workplan 

This deliverable continues the work of WP8, task 8.3, towards the 

identification and clarification of ethical and legal issues 

surrounding the project and its® objectives. 

Milestones Dependency on Milestone 2 completion (Dependency met) 

Deliverables 

This deliverable will focus on data ethics with a particular focus on 

transparency and fairness in data management. It will liaise with 

the work to be done in D8.2 and D2.5, as data ethics supports the 

development of privacy by design and privacy-enhancing products 

and infrastructures. The work will take into particular consideration 

data ethics in public procurement for hospitals, analyse European 

and national dispositions as well as identify best practices for the 

IPJ. 

Risks Delays associated with M2. 
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2 Methodological approach  
This Deliverable expands on the contents of its first iteration (D8.4) by performing an updated 

review of a) legal frameworks, guidance, and associated documentation; b) academic literature, 

articles, and books; c) grey literature, such as reports or whitepapers; and d) recent deliverables 

generated by the ODIN consortium as part of its Milestone 2, to identify: 

Á Relevant background information on the ODIN project (general information and 

clarification on the project®s pilots, reference use-cases, framework, key stakeholders and 

key solutions); 

Á Ethical principles and value analysis in the ODIN project; 

Á Impact identification and mitigation measures update; 

Á Normative references and best practices for ethical data procurement. 

In order to examine the characteristics of the solutions and enablers developed by the ODIN 

project (and demonstrated in the diverse pilots), the deliverable follows the SIENNA ethical impact 

assessment methodology(Brey et al., 2022). Given the evolving nature of the ODIN solutions, the 

content of sections 3 and 4 is aligned with the methodology for conceptual analysis and 

descriptive studies in preparation for ethical analysis described in SIENNA D6.1, generally 

addressing the following steps1: 

1) Specification of subject, aim and scope of the ethical analysis. 

2) Stratification of the subject of ethical analysis. 

3) Description of the subject of ethical analysis. 

4) Identification of potential impacts and stakeholders. 

Lastly, this document provides an update to the set of guidelines and recommendations to 

address ethical data procurement for public hospitals initially proposed in D8.4, and sets the 

baseline actions to be undertaken in preparation of the final deliverable on the subject to be 

prepared by the end of the ODIN project. 

By undertaking an integrated ethical evaluation of the ODIN project in line with the examination 

of the requirements and best practices for data procurement, both this and the final iteration of 

this deliverable seek to identify potential barriers and potential enablers for the wider adoption of 

ODIN related solutions, while considering the frameworks surrounding ethical compliance for 

planning, sourcing, deploying, training, and utilising data-intensive data applications. 

 

 

 

 

1 It is expected that the final iteration of this deliverable will consider the final steps of the ethical analysis proposed by the SIENNA 

project: 5) Identification and specification of potential ethical issues (partly addressed by this deliverable®s examination of ethical issues 

in data procurement); 6) Analysis of ethical issues and 7) Evaluation and recommendations for ethical decision-making (optional). 
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3 Background  

3.1 General information  
ODIN stems from the H2020 call for ¯Digitising and transforming European industry and services 

focus areas° within the Action type 2: ¯cross-sectorial and integrated digital platforms and large-

scale pilots° with a focus on a ¯AI for the smart hospital of the future°.  

Hospitals have become the main healthcare providers. They are urged to enhance their efficiency 

and productivity while simultaneously improving the quality and safety of patient care. Emerging 

technologies and data-driven management could help in reaching this goal. However, European 

hospitals are in general still traditional and not yet data driven (digital transformation).  

The ODIN project seeks to create a decentralised healthcare platform supported by robotic 

solutions, IoT, and specialised AI (Quesada Rodriguez and Miteva, 2021, p.12). Its main 

objectives are the baseline of the activities envisioned in this and upcoming deliverables on ethics, 

as noted below (ODIN Partners, 2020, p.4): 

1. Delivering an open and secure decentralised platform which supports a range of 

federated services and key enabling resources for the integration of robotic solutions, AI 

and IoT environments within the hospital®s information and infrastructure. 

a. What is the scope of services and KERs associated with the project and what are 

the ethical constraints of their implementation and adoptability in a hospital®s 

context?. 

2. Build a dynamic and collaborative co-creation mechanism for Innovation Procurement 

Journey considering healthcare suppliers and providers, identifying, understanding, and 

specifying health care challenges and needs in terms of functional requirements, to 

guarantee the delivery and scale-up of innovative services that are accepted, safe, 

trusted, and compliant with current standards and rules, according to national and 

European legal frameworks. 

a. How does this envisioned Innovation Procurement Journey relates to questions 

regarding data ethics vs traditional procurement processes? 

b. What are the key ethical concerns regarding data procurement to be considered 

in the upcoming future? 

c. What are the relevant dispositions at a national and regional level to be considered 

both for ethical and regulatory compliance? 

3. To implement a federated multi-center longitudinal cohort study demonstrating the safety, 

effectiveness, and the cost-effectiveness of the ODIIN Key Enabling Resources and 

platform, instantiated on each pilot site, while assessing the impact, scalability, 

interoperability, and innovation potential for other health care settings. 

a. How do the studies and pilots performed in the context of the project comply with 

the ethical and regulatory requirements? 

b. What relevant ethical and regulatory recommendations can be extrapolated from 

these experiences towards easing the adoptability and trust in the project®s 

solutions? 

The starting point of the ODIN project was to identify areas of improvement and challenges faced 

by hospitals that can be solved by the ODIN platform (Pagliara, Pecchia and Merino, 2023, pp.17-

18): 
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Á Financial challenges and hospital productivity.  

Á Patient staff and safety.  

Á Logistics, regulatory standards, and energy mandates. 

Á Hospital security.  

Á Patient satisfaction (value-based healthcare). 

Á Reducing unneeded hospital stay.  

Á Desire for physician integration but very few employed physicians. 

Á Unhealthy community. 

Á Poor communication between providers (industry 4.0). 

Á Shortages of physician, nurses, and well-trained healthcare professionals 

Á Disaster preparedness. 

 

3.2  ODIN Framework 

 

Figure 1: The architecture of the ODIN platform 

As shown in the previous figure, the ODIN platform consists of four conceptual layers, each 

serving a specific purpose. Starting from the bottom, they are as follows:  
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a. KER and HIS Layer: This layer comprises the Key Enabling Resources (KERs) and the 

Hospital Information System (HIS). KERs are individual components such as robotic 

platforms, IoT devices, AI algorithms, databases, and applications that provide 

functionalities in hospitals. The HIS consists of existing components for patient data and 

hospital management. Both KERs and HIS need to be managed by the ODIN platform.  

b. Resource Gateway Layer: This layer facilitates communication between diverse 

resources. It includes a central message bus and components responsible for enabling 

communication between resources.  

c. Resource Management Layer: The resource management layer consists of core 

components for resource registration, semantic description, federation, and monitoring. 

It handles tasks such as registering KERs to the platform, describing their details, and 

managing their semantic relationships using the ODIN ontology.  

d. External Communication Layer: The external communication layer comprises 

components responsible for secure communication with the outside world. This layer 

includes an API gateway for routing external calls to relevant ODIN components, a 

dashboard for accessing platform functionalities, and an access control mechanism for 

user and service authorisation.  

AI, along with IoT and Robots, are one the main KERs in the ODIN platform. As stated earlier, all 

pilots that participate in the project involve AI-based models. The ODIN platform also has 

components for continuous development and deployment (DevOps). This infrastructure supports 

the development, documentation, and deployment of ODIN components. It includes a source 

code repository, Docker registry for storing component images, and an orchestration server for 

managing the build and deployment processes. Kubernetes clusters are used to deploy the 

components in ODIN instances, which can be hosted either locally in hospitals or on private cloud 

virtual machines.  

Overall, the ODIN platform is designed to enable communication and coordination among 

different resources in hospitals, providing advanced functionalities and secure external 

communication capabilities (Kalamaras et al., 2023, pp.17-22)  

 As can be seen in the figure 1, ODIN platform would be instantiated in each deployment location 

(e.g. hospital data infrastructure) and would not, in principle, introduce external dependencies to 

the system (thus supporting compliance with data protection and cybersecurity requirements). 

The information provided in this section showcases the fact that an ethical study of the ODIN 

platform (and its associated KERs) is intrinsically context-dependent, and thus any compliance 

evaluation of the solution should consider also the platform®s integration potential with deployment 

site policies, processes and mechanisms. 

 

3.3 ODIN stakeholder identification 
The ODIN project introduced the stakeholders in the proposal (ODIN Partners, 2020, p.32; p.35). 

Identifying such stakeholders as well as their interests and role in the ODIN process and outputs 

is a necessary step in conducting an ethic impact assessment. This is because to produce a 

comprehensive analysis of the ethical opportunities and risks of the ODIN project and tools, the 

impact of the identified ethical issues must be assessed with regards to all of the relevant 

stakeholders. This step is also necessary to ensure that the risks and benefits of the project are 

adequately balanced across all stakeholder populations. 

Stakeholders:  
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Á Hospitals and healthcare providers. 

Á Research institutions and academia. 

Á Enterprises/SMEs.  

Á Governments /public entities/ 

Clinical workflows are intricate, costly, labour-intensive, and prone to errors. They often require 

significant efforts and resources, resulting in inefficiencies within the process. ODIN brings 

innovative technologies to hospitals to enhance their existing resources such as workers and 

medical facilities. ODIN aims to enhance the work of staff primarily involved in hospital logistic 

processes, such as porters and managers. Additionally, it seeks to free up the time of healthcare 

workers, including nurses, by automating repetitive, time-consuming, and risky tasks that don't 

necessitate their constant presence or attention. By relieving healthcare workers of these 

burdensome responsibilities, ODIN enables them to focus on more critical and patient-cantered 

activities. 

ODIN also seeks to develop an AI-Robotics-IoT Assisted Platform with a data strategy that utilises 

data to offer innovative products and services. This platform promotes value-based healthcare 

and fosters collaboration between hospitals, industrial partners, research institutions, academia, 

and regulatory experts. This collaborative environment facilitates the creation of learning 

platforms, efficient training methods, continuous user assessment, and support in challenging 

situations. 

  

3.4 Pilot Introduction 
In line with the contextual considerations to be examined (as noted in Section 3.2), the following 

five pilots are currently envisioned by the project (Pagliara, Pecchia and Merino, 2023, pp.21-23) 

Charité - Universitätsmedizin Berlin, Germany (CUB)  

Charité University Hospital is one of the largest hospitals in Europe with a strong focus on excellent 

patient care and research. The sleep medicine center is part of Charité, linked to the department 

of pneumology. The sleep medicine center has 10 beds for patient care and 2 beds for research 

studies. They have about 3,000 sleep studies in the hospital with polysomnography per year and 

about 5,000 home sleep studies (with fewer signals recorded) per year. The staff includes 

pneumologists, neurologists, ENT physicians, cardiologists, engineers, specialised medical 

technologists, and nurses. 

Medical University of Lodz, Poland (MUL) 

Medical University of Lodz (MUL) is a higher state school having over 70 years-long history. The 

University is strongly committed to scientific research in a number of health-related disciplines as 

well as national and international scientific cooperation. The Medical University of Lodz has 

reached the leading position in various research areas, and particularly in patient adherence and 

healthy ageing.  

Hospital Clínico San Carlos, Madrid, Spain (SERMAS) 

Three main departments are going to be involved: the Procurement Department, the 

Cardiovascular Institute, and the Innovation Unit.  

The Procurement Department oversees the supply and logistics distribution of the medical 

equipment and consumable materials inside the hospital, being a key player in the smooth 
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development of all clinical processes and procedures. This department has transversal action, so 

the problems that need to be tackled affect the performance of the entire hospital. 

The Cardiovascular Institute (ICV) represents around 48% of the total hospital®s expenditure in 

medical equipment and consumables. Inside the ICV, the therapeutic areas dedicated to 

hemodynamic, and electrophysiology have high-impact equipment and some of the best 

described pathways for consumables provision. 

Finally, the Innovation Unit is the hospital team that is part of the ODIN Consortium. It will act as 

a bridge between the ODIN partners and the hospital staff. 

Università Campus Bio-Medico di Roma, Italy (UCBM) 

Università Campus Bio-Medico di Roma (UCBM) is a young, yet rapidly developing, private 

academic institution, devoted to undergraduate and postgraduate education and to advanced 

research also linked with the high-quality healthcare services provided by the Research Hospital 

of Fondazione Policlinico Campus Bio-Medico (FPCBM). Within FPCBM, the Geriatrics Unit 

conducts research activities in the following areas:  

Á Evaluation of the elderly patient®s health condition, with a particular focus on 

multidimensional evaluation techniques in various disorders or multimorbidity pattern. 

Á Evaluation of respiratory functions, with a particular focus on the interpretation of 

spirometry results in elderly patients. 

Á Study of diagnosis/prognosis properties of breath volatile organic compounds in the 

following disorders: heart failure, chronic obstructive bronchitis, obstructive sleep apnea 

syndrome, diabetes mellitus, liver diseases.  

Á Development and application of remote telemonitoring systems for patients with chronic 

diseases; and  

Á Pharmacoepidemiologic and epidemiologic geriatric research. 

The University Medical Center Utrecht, the Netherlands (UMCU) 

The University Medical Center Utrecht (UMCU) is one of the leading and largest medical centers 

in the Netherlands and ranks among the best European academic hospitals in international 

rankings. UMCU has a strong track record in both pre- and clinical research and forges strong 

links with companies and scientific institutions across the world.  

UMC Utrecht®s research focusses on six strategic themes, the ODIN projects fall into the 

Circulatory Health theme. Healthcare is divided over ten divisions, ODIN falls into the Division 

Laboratories, Pharmacy and Biomedical Genetics division, where the Central Diagnostic 

Laboratory is located. CDL®s translational subunit ARCADIA (Academic Research for Clinical 

Applications of DIAgnositcs) hosts the Utrecht Patient Oriented Database (UPOD). The UPOD 

provides access to the comprehensive and complete electronic health record information of all 

patients that visited the UMC Utrecht since the 1990®s. UPOD comprises more than 2.4 million 

individuals, including out-patients. 

The UMCU ODIN project members will work in close collaboration with the recently established 

(2020) UMCU department of Digital Health, which is located in the corporate (permanent) staff.  

All projects within the UMCU use case will take place in the strategic theme Circulatory Health. 

Within this area, UMCU has established a Center for Circulatory Health where a multidisciplinary 

team sees every patient with a cardiovascular disease. The Circulatory health strategic area 

includes a long-standing research cohort (Utrecht Cardiovascular Cohort) that already 

encompasses 13,000+ patients. 



Deliverable 8.5 ² Data ethics in public procurement for hospitals v2  

 

Version 1.0 I   21/09/2023   I   ODIN © 18 

 

 

 

3.5 ODIN Key Enabling Resources (KER) identification 
In alignment with the ODIN platform, stakeholders and pilots, a clarification of the range of KERs 

to be introduced and developed in the project are fundamental towards understanding the ethical 

and compliance requirements for the project. Indeed, each of the solutions developed might be 

subject to complementary requirements (particularly in the regulatory side, with recent 

developments in the European Legal framework, such as the AI act), at a national and regional 

level. Furthermore, their implementation in each pilot should be subjected to an evaluation by 

relevant ethical bodies and should be aligned with relevant dispositions and guidance provided 

by supervisory authorities (national, regional, or European data protection authorities). As their 

identification and technical specification has been recently achieved (part of Milestone 2 of the 

project), the following sub-sections will introduce the main ODIN KERs. 

3.5.1 AI systems  

In the context of the ODIN project, the following AI-based systems will be developed2: 

3.5.1.1 Sleep disorders management AI (RUC A) 

Disrupted sleep may significantly affect quality of daily life. Current methods for assessing sleep 

disorders are time-consuming and still typically involve the manual scoring of PSG 

(polysomnography). Furthermore, there is a significant limitation with current AI models utilised 

for diagnosing sleep disorders³they lack transferability across various clinical centres that serve 

diverse populations. The aim of this project is to address this issue by developing prediction 

models based on artificial intelligence. These models will facilitate the automatic assessment and 

potential staging of sleep disorders. The development of these AI-based models will be 

undertaken by Philips (Plati, Manni and Konstantakopoulos, 2023, pp. 25-29) 

3.5.1.2 AI for automated patient inclusion system in the UMCU UCC (RUC A) (Diagnose 

AI) 

The objective is to replace the manual inclusion of patients with cardiovascular risk in one of the 

pilot sites with an automatic patient inclusion in the cardiovascular cohort of the pilot site. The 

inclusion in the cardiovascular cohort aims at a uniform data collection for all cardiovascular 

patients, with the main objective of optimising care, control quality and getting insights of patients 

with cardiovascular disease risk. (Pagliara, Pecchia and Merino, 2023, p.120.) 

The upcoming experiment will utilise IoT (eLocations) technology. Its objective is to optimise the 

diagnostic workflow for patients visiting the vascular surgery department. The main focus is on 

automatically matching the diagnostic requirements of various clinical procedures with the 

availability and location of diagnostic modalities, such as echocardiography, MRI, and CT scans. 

The aim is to identify the most efficient workflow for device usage based on their availability and 

location within the hospital, catering to the unique needs of each patient. By considering both 

device locations and diagnostic needs, an automated algorithm will provide physicians with 

 

 

 

 

2 This is a non-exhaustive list based on the information available upon the Milestone 2 planned deadline, for updated information 

please refer to the relevant ODIN deliverables. 
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valuable information regarding the most efficient diagnostic pathway to follow (Plati, Manni and 

Konstantakopoulos, 2023, pp.38-39).(CUB, no date). 

Relevant RUCs: A1 UC3; A2 UC4 

3.5.1.3 AI integration in Early identification of patients at risk of malnutrition (RUC A) 

(Food AI)  

In the Geriatrics Unit of UCBM, elderly patients who are hospitalised may face the risk of 

undernutrition if they do not consume their meals properly. Currently, nurses and healthcare 

providers in the unit deliver meals to patients while adhering to the prescribed nutritional 

guidelines regarding consistency and calorie intake, as recommended by nutritionists and speech 

therapists. Additionally, these caregivers monitor patients' feeding habits and quantify their food 

consumption. By integrating AI into the existing workflow, the patients' food intake will be 

automatically calculated, enhancing the accuracy and efficiency of tracking their nutritional 

consumption. 

This automated system will be developed by FORTH. The TIAGo robot will use an RGB-D camera 

to capture images of the patients' food both before and after their meal. A reference object, such 

as a coin or card, is placed next to the dish for calibration purposes. The system will recognise 

the different types of food in the tray/dish and estimate its weight to calculate the energy intake 

and the macronutrients consumed(Plati, Manni and Konstantakopoulos, 2023, pp.32-52) 

Relevant RUCs: A2.1 UC4; B1 UC1 

3.5.1.4 AI support of rehabilitation monitoring to prevent loss of mobility (RUC A) (Rehab 

AI) 

Patients recovering from serious injuries or surgery or suffering from physical disabilities are often 

prescribed with physical rehabilitation to recover or remain in a stable condition. In a clinic-based 

rehabilitation program, the availability of the trained physiotherapists/clinicians confines the 

rehabilitation treatment along with patients® other scheduled treatments. Moreover, in cases 

where the physiotherapist is not available, the patient performs the prescribed rehabilitation 

exercises without supervision. In such cases, the lack of timely feedback and real-time supervision 

by a healthcare professional might result in false execution of the exercises, injuries and in long-

term not achieving the expected results of the treatment. 

AI-based solutions will be developed by FORTH to monitor the elderly patients during the 

execution of prescribed rehabilitation exercises. Two approaches have been explored: a sensor-

based and a vision-based approach. This automated system will be able to: monitor the patient 

while is executing the prescribed exercises, provide information regarding the correct execution 

of each exercise and the number of repetitions, and give feedback to the patient and the medical 

staff(Plati, Manni and Konstantakopoulos, 2023, pp. 53-81). 

Relevant RUCs: A2.1 UC4; A2.2 UC4 

3.5.1.5 AI-based Oxygen monitoring therapy to prevent hypoxia (RUC A) (Oxygen AI) 

Following surgical procedures, all patients face the potential risk of developing acute respiratory 

failure. This condition, especially prevalent among geriatric patients, has become a leading cause 

of hospital admissions, particularly during the ongoing COVID-19 pandemic. While symptoms of 

hypoxia may raise concerns, older patients may exhibit no symptoms at all or display nonspecific 

reactions, which can result in delayed diagnosis and treatment. Failing to address hypoxia 

promptly can lead to irreversible damage to vital organs, and in severe cases, even death. 

Once a patient is identified as being at risk of respiratory failure, healthcare professionals will 

prescribe the appropriate oxygen therapy. This therapy can be administered through nasal prongs 
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or a venturi mask, and the treatment duration may vary based on the patient's individual needs, 

ranging from continuous therapy to night-time-only therapy. Following the prescription of oxygen 

therapy, it is crucial to monitor the accuracy of the treatment and the patient's adherence to it. 

Older patients, especially those who are bedridden or experiencing dementia, may face 

challenges in following the oxygen therapy as prescribed. Therefore, it becomes essential for the 

clinical staff to regularly assess the continuity and correct administration of oxygen 

supplementation to ensure patient well-being. 

In the Geriatrics Unit of UCBM, an AI-based model was designed and implemented by FORTH for 

monitoring the patients during the assigned oxygen therapy with the RGB-d camera of the TIAGo 

robot and verify the correctness of the therapy. During the next period of the project, the 

automated system will be validated on patients® images from the Geriatrics Unit of UCBM. 

Furthermore, AI-based methods and models will be developed for capturing the patients® mask 

wearing regarding the nasal prongs® oxygen mask(Plati, Manni and Konstantakopoulos, 2023, 

pp.83-93). 

Relevant RUCs: A3 UC4 

3.5.1.6 Consumables management (RUC B) (Prediction AI) 

In the context of the ODIN project in Hospital Clínico San Carlos in SERMAS, the focus will be on 

hospital consumable management and their future procurement related to the Cardiology service: 

the stent device. Approaches in this area try to tackle the unpredictability of the hospital demand. 

The mix of patients and the resulting demand for materials make it very hard to predict, however 

accurate prediction would benefit both the patients (less waiting time) and the hospitals as they 

could purchase lower/higher quantities in lower price batches (Plati, Manni and 

Konstantakopoulos, 2023, pp.94-96). 

Relevant RUCs: B1 UC1 

3.5.1.7 Emergency prediction and handling (RUC C) 

Two solutions have been proposed for emergency detection. The first, refers to computer vision 

to control the crowd flows and detect any possible causes of a potential disaster such as people 

not wearing a mask, overcrowded scenes. The second consists of the application of RTLS (Real-

time location system) devices with emergency detection purposes. Some of the benefits of this 

proposal are the tracking of the contacts of infected people and emergency alerting between 

others (Lombillo, Manni and Carrascal, 2023, p.29). 

3.5.2  Robotic platforms 

The robotic platforms developed in the ODIN projects will have the capability to properly move 

within the hospital environment in a safe and effective way and will possess human-system 

interfaces and interaction modalities that allow the robots to embed interfaces for exchanges of 

information with human clinical operators and with patients, as well as capabilities to interact with 

them to reach the goal of the specific use Case tasks. For instance (Zollo, Scotto di Luzio and 

Tagliamonte, 2023, pp.19-70) 3:   

 

 

 

 

3 This is a non-exhaustive list based on the information available upon the Milestone 2 planned deadline, for updated information 

please refer to the relevant ODIN deliverables. 
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3.5.2.1 CERTHbot Receptionist  

This robot developed with the goal of reducing the efforts on nurses on time-consuming tasks. 

This robot serves multiple purposes, including handling emergencies by promptly contacting 

nurses or caregivers as needed. It also monitors and reports on patient actions, assists with daily 

activities such as reminding the user of medication schedules and ensuring proper hydration. 

Moreover, the CERTHbot supports the rehabilitation process by monitoring exercises and 

providing alerts if any incorrect procedure is detected. Its capabilities extend to providing 

comprehensive assistance to individuals in need, enhancing their overall well-being and safety. 

(Hagmair et al., 2023, p.55). 

To complete its mission, the robot interacts with users through interfaces, also known as 

communication modules. The interaction components comprise specifically of the following: 

Á Microphones, speakers, and a monitor are mounted on the body of RAMCIP to enable the 

communication between the robot and the user. In this way, the robot can notify the user 

of certain events and stimulate them to resolve them, provide information and accept 

requests. 

Á CERTHbot®s head is equipped with a display for facial expressions to enable human ²

robot interaction and augment it with affective cues. All the information can be shared 

through its monitor by displaying text or showing images and playing videos. 

Relevant RUCs: A2 UC4; A2.2 UC4; A3 UC4 

3.5.2.2 TIAgo 

A mobile robot with autonomous navigation capabilities, multimodal interfaces for patients® 

monitoring (wearable and environmental sensors), AI for smart assessment and assistive 

controller to physically support users as needed (Hagmair et al., 2023, p.57). 

Relevant RUCs: A2.1 UC4; A2.2 UC4; A3 UC4; B1 UC1 

3.5.2.3 Pepper 

Pepper is a robot able to reproduce autonomous skills mimicking human behaviours, movements, 

and conversations. Interaction with Pepper is also enhanced using an Android tablet, in which 

multiple applications can be deployed, located on its chest. 

3.5.2.4 Furhart 

The Furhat robot can recognise and while showing coherent facial expressions along the 

conversation. When incorporated into a smart hospital setting, Furhat serves as a highly cost-

effective interface between doctors and patients during medical interviews. Typically, when 

doctors inquire about a patient's symptoms and overall health during consultations, their attention 

is often divided by the need to simultaneously transcribe the conversation into medical-technical 

terms on a computer. This situation places a substantial cognitive burden on physicians and 

creates a divide between them and the patient, potentially diminishing the human aspect of the 

process. By installing Furhat within the medical office, alongside the doctor and patient, the 

system can assist in translating the dialogue into medical-technical terminology. This allows the 

doctor to fully focus on understanding and addressing the patient's concerns, thus enhancing the 

overall patient experience.  

3.5.2.5 HOSBOT & Smart Rack/Box 

An indoor robotic mobile platform intended for indoor transportation and delivery of goods around 

the hospital. It also includes a configurable smart boxes system for enabling robotic transportation 
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with automatic goods recognition through RFID and RTLS location, and proximity sensors for 

enhanced context awareness (Hagmair et al., 2023,pp. 48-53) 

Based on the HOSBOT architecture, the boxes transported and/or used for logistics, can be 

customised for becoming SmartBoxes, implementing specific functionalities based on specific 

needs (Hagmair et al., 2023, p.53)  

Relevant RUCs: A2 UC4; B2 UC2 

3.5.3 Other technologies 

3.5.3.1 IoT 

IoT devices will particularly be used for tasks related to sleep disorders management. Until now, 

overnight in-laboratory PSG has been considered the standard method for recording sleep. It is 

a comprehensive diagnostic tool that monitors various body functions such as brain activity, eye 

movements, muscle activity, and heart rhythm. However, in-laboratory PSG is laborious, time-

consuming, and expensive, resulting in long waiting lists for patients and high costs for the public 

health system. Moreover, the shortage of sleep technicians exacerbates the situation, making 

manual sleep scoring a challenge. This shortage is expected to worsen in the future. Therefore, it 

is crucial to alleviate the burden on healthcare staff and reduce the utilisation of hospital 

resources. Wearable sleep monitor devices offer a solution to these issues. These devices are 

designed to meet mobility requirements, and they are user-friendly and lightweight, enabling 

patients to use them in the comfort of their homes (Pagliara, Pecchia and Merino, 2023, pp.19-

50). 

3.5.3.2 Real-Time Location Systems (RTLS) (RTLS Tag) 

In charge of providing real time location for people or high value assets in the hospital. It will be 

mostly used for the RUC C concerning emergency prediction and handling. For instance, it can 

analyse contacts an infected person has had in the previous hours. The MYSPHERA ATLAS 

solution facilitates the identification of individuals who have encountered an infected person in the 

preceding hours. This innovative system assists the hospital's Biological Control Unit in effectively 

mitigating the spread of infections and promptly isolating potentially infected individuals. By 

leveraging this solution, hospitals can enhance their ability to control highly contagious diseases 

like COVID-19, pneumonia, and others. 

RTLS have the capability to predict and detect crowds, but this necessitates monitoring either 

everyone in the hospital or at least a significant number of individuals using the RTLS. By analysing 

the position and movement patterns of assets and people, AI can accurately predict their future 

locations. Additionally, RTLS can assist in forecasting bottlenecks and identifying areas such as 

emergency waiting rooms, corridors, and other spaces that may be affected by crowd presence 

(Lombillo, Manni and Carrascal, 2023, p. 23.26). 

Relevant RUCs: A2 UC4; B2 UC2; B1 UC1 

3.5.3.3 Pulse Oximeter 

A pulse oximeter is a noninvasive device that is able to monitor the amount of oxygen carried in 

the body (NONIN, no date). 

Relevant RUCs: A1 UC3; 

3.5.3.4 Flowmeter 

A flowmeter is a measuring instrument that measures the amount of liquid, gas, steam, powder, 

or a mixture of these substances flowing through a pipe or conduit. Various measurement 

methods are available depending on the purpose of measurement, the type and condition of the 

fluid, and the measurement conditions such as the measurement location. 
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Relevant RUCs: A3 UC5; A3 UC4 

3.5.3.5 Polysomnography simulator 

A polysomnography is a sleep study. It records body functions while the participant is sleeping, 

and it is used to identify sleep disorders (Medline Plus, no date). In the context of ODIN, some 

RUCs will introduce a simulator to replicate the results of these studies. 

Relevant RUCs: A1 UC3; 

3.5.3.6 Pysiological and kinematic sensors (Multimodal interface) 

A multimodal interface processes two or more user input modes, such as speech, pen, touch and 

multi-touch, gestures, gaze, and virtual keyboard (Oviatt and Cohen, 2015). 

Relevant RUCs: A2.1 UC4; A2.2 UC4; A3 UC5; A3 UC4 

3.5.3.7 RFID Tags 

RFID tags are a type of tracking system that uses radio frequency to search, identify, track, and 

communicate with items and people. Essentially, RFID tags are smart labels that can store a range 

of information from serial numbers, to a short description, and even pages of data. Some RFID 

tags include cryptographic security features for a high level of verification and authentication. 

RFID tags are usually identified by their radio frequencies: low frequency (LF), high frequency 

(HF), and ultra-high frequency (UHF) (Identiv, no date). 

Relevant RUCs: B2 UC2 

3.5.3.8 Luscii 

An online patient monitoring platform that helps doctors and patients interact with each other 

without having to visit hospitals (Luscii, no date). 

Relevant RUCs: A2.1 UC6 

3.5.3.9 WASP Software 

WASP is a semantic platform for managing healthcare structures in terms of premises, workforce, 

technologies, and more (Hagmair et al., 2023, p.64). 

Relevant RUCs: C UC7 

3.5.3.10 Computer Vision Algorithm 

Computer Vision aims to mimic the intricate functioning of the human visual system, empowering 

machines and computers to perceive and analyse various objects in videos and images with 

human-like capabilities. By leveraging advanced algorithms, computer vision can handle vast 

amounts of visual data (ProjectPro, 2023). Relevant RUCs: C UC7 

3.5.3.11 CCTV system 

CCTV (closed-circuit television) is a system which is not publicly distributed made of video 

cameras, monitors and wired or wireless data networks (TechTarget Contributor, 

2021)(Eocortex, no date). 

Relevant RUCs: C UC7 

3.5.3.12 Medical equipment 

A medical device is any instrument, apparatus, appliance, software, implant, reagent, material, or 

other article intended by the manufacturer to be used, alone or in combination, for human beings 

for one or more of the following specific medical purposes: 
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Á Diagnosis, prevention, monitoring, prediction, prognosis, treatment, or alleviation of 

disease. 

Á Diagnosis monitoring, treatment, alleviation of, or compensation for, an injury or disability. 

Á Investigation, replacement, or modification of the anatomy or of a physiological or 

pathological process or state. 

Á Providing information by means of in vitro examination of specimens derived from the 

human body, including organ, blood and tissue donations (Article 2 (1) of the Regulation 

(EU) 2017/745 of the European Parliament and of the Council of 5 April 2017 on medical 

devices, amending Directive 2001/83/EC, Regulation (EC) No 178/2002 and Regulation 

(EC) No 1223/2009 and repealing Council Directives 90/385/EEC and 93/42/EEC (Text 

with EEA relevance.). 

Relevant RUCs: B2 UC2 

 

3.6 Reference Use Case (RUC) and data flow mapping 
The areas of improvement and challenges above-mentioned are meant to be deployed by the 

pilots within the following areas of intervention (Pagliara, Pecchia and Merino, 2023, pp.18-19)  

Á Enhanced Hospital Workers (eWorkers): The aim is to provide technologies that support 

hospital staff, such as nurses, porters, technicians, and doctors, in their daily work. 

Wearable technologies will be employed to enhance their senses, connectivity, reasoning 

speed, and physical abilities. Initially, the focus will be on nurses and porters, utilising 

existing commercial technologies, with the potential to incorporate new healthcare 

employees and technologies through Open Calls.  

Á Enhanced Robots (eRobots): The goal is to automate hospital processes that no longer 

require human involvement or can be enhanced through robotic assistance. These robots, 

functioning as synchronised swarms, will possess advanced perception abilities, 

extensive connectivity, AI reasoning capabilities, and task performability. Initially, the 

focus will be on tasks such as material distribution, medical device management, and 

facilitating hospital processes. Additional processes will be added through Open Calls.  

Á Enhanced Locations (eLocations): Medical locations will be equipped with sensors, 

communication technology, and high connectivity to proactively support hospital 

activities. These enhanced locations will facilitate secure and effective interactions 

between personnel, robots, devices, and other hospital assets. Real-time data about 

technological infrastructures, as well as information related to human safety, robotics, 

medical devices, and equipment, will be provided. The initial focus will be on lower-risk 

medical settings, with the possibility of incorporating other medical locations through 

Open Calls.  

To ensure the successful implementation of the ODIN project and meet the requirements of 

participating pilots, a set of seven use cases had been identified and elaborated in the proposal. 

To streamline the project's organisation and maximise its efficiency, Reference Use Cases (RUCs) 

have been introduced. These RUCs serve as overarching frameworks that encompass all the 

individual case studies included in ODIN. By focusing on three critical aspects of a hospital, the 

selected RUCs offer support to project partners and serve as high-level guidelines. 
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The following section introduces the planned RUC in each Pilot by detailing their reference UML 

Diagrams4 as defined by WP7 (more detailed information is available on WP7 deliverables). 

3.6.1 RUC A: health services management: 

This reference use case encompasses the use cases focused on the clinical (and diagnostic) 

oriented activities that the ODIN project will address. 

Concerned hospital activities include: admission & screening of patients; diagnosis & case study 

of patients; treatment of patients; monitoring of patients; and follow-up of patients. 

3.6.1.1 RUC A1 UC3: Sleep Scoring 

 

Figure 2: Components and Data Flow of RUC a1 UC3: Sleep Scoring 

 

 

 

 

4 A UML diagram is a diagram based on the UML (Unified Modeling Language) with the purpose of visually representing a system 

along with its main actors, roles, actions, artifacts or classes, in order to better understand, alter, maintain, or document information 

about the system. 
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Figure 3: RUC A1 UC3: Sleep Scoring 

Relevant KER Devices - definitions: 

Á Sleep AI Model: To assess and treat sleep disorders, the objective is to develop AI-based 

prediction models for automatic assessment and potentially staging of sleep disorders. In 

order to build a robust and generalisable model, the deployed model will be trained in 

federated learning, leveraging diverse datasets while preserving privacy and access rights 

at the local sites (Plati, Manni and Konstantakopoulos, 2023, p.25). 

3.6.1.2 RUC A1 UC3: CVD Diagnosis workflow 

 

Figure 4: RUC A1 UC3: CVD Diagnosis Workflow 
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Figure 5: RUC A1 UC3: CVD Diagnosis Workflow 

 

3.6.1.3 RUC A2 UC4: Robot Receptionist 

 

 

Figure 6: RUC A2 UC4: Robot Receptionist  
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Figure 7: RUC A2 UC4: Robot receptionist  

 

3.6.1.4 RUC A2 UC4: Blood sample transportation 

 

Figure 8: RUC A2 UC4: Blood sample transportation 
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Figure 9: RUC A2 UC4: Blood sample transportation 

 

Figure 10: RUC A2 UC4: Blood sample transportation 
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3.6.1.5 RUC A2.1 UC4: Food consumption monitoring 

 

Figure 11: RUC A2.1 UC4: Food consumption monitoring 

 

Figure 12: RUC A2.1 UC4: Food consumption monitoring 
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3.6.1.6 RUC A2.2 UC4: Rehabilitation Monitoring 

 

Figure 13: RUC A2.2 UC4: Rehabilitation monitoring 

 

Figure 14: RUC A2.2 UC4: Rehabilitation monitoring 
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3.6.1.7 RUC A2 UC4: CVD Patient Identification 

 

Figure 15: RUC A2 UC4: CVD Patient Identification 

 

Figure 16: RUC A2 UC4: CVD Patient Identification 
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3.6.1.8 RUC A3 UC4: Oxygen Monitoring 

 

Figure 17: RUC A3 UC4: Oxygen monitoring 

 

3.6.1.9 RUC A3 UC5: Monitoring of oxygen therapy to prevent hypoxia 

 

Figure 18: UCBM Component and Data Flow template RUC A3 UC5 
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3.6.1.10 RUC A4 UC6: Telemonitoring 

 

Figure 19: RUC A4 UC6: Telemonitoring 

 

3.6.2 RUC B: goods and devices management 

It is focused on the improvement, based on ODIN technologies, of the design, programming and 

execution of hospital logistics, clinical engineering, and the management of medical devices.  

Concerned hospital activities: planning; procurement and storage; delivery, installation, training; 

cleaning, management, and maintenance; decommissioning and disposal. 

 

3.6.2.1 RUC B1 UC1: Stent Administration 

 

Figure 20: RUC B1 UC1: Stent Administration 
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Figure 21: RUC B1 UC1: Aided logistics support 

KER Devices ² definitions: 

Á Prediction AI: Prediction in machine learning is a method of data analysis capable of 

predicting and anticipating future events (H20.ai, no date). 

3.6.2.2 RUC B1 UC1: Food delivery process5 

 

Figure 22: RUC B1 UC1: Food Delivery Process 

 

 

 

 

5 Although the RUC B1 UC1 data flow notes the use of a Food AI service developed by FORTH with the corresponding icon for data 

sharing towards a partner, no data sharing between partners is expected. All relevant algorithms will be deployed directly on a UCBM 

server hosting the ODIN architecture. All patient data to be used in this use case by UCBM will be anonymized. All data acquired 

during the project®s envisioned trials will also be anonymized in accordance with guidance from the Ethics Committee and the Italian 

Ministry of Health. 
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3.6.2.3 RUC B2 UC2: Stent Transportation 

 

Figure 23: RUC B2 UC2: Stent Transportation 

 

Figure 24: RUC B2 UC2: Clinical engineering, MD locations, real-time management 
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Figure 25: RUC B2 UC2: Clinical engineering, MD locations, real-time management 

 

3.6.2.4 RUC B2 UC2: Asset / medical device finding 

 

Figure 26: MUL - Component and Data Flow template RUC B2-UC2 
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Figure 27: RUC B2 UC2: Medical Equipment Location 

 

3.6.3 RUC C: disaster preparedness 

The focus of this particular use case is to mitigate the risk of potential disasters in the future. 

Concerned hospital activities: disease transmission; chaotic evacuations; forgotten objects; 

valuable asset localisation and; patient falling (Lombillo et al., 2023, p. 14) (Pagliara et. al, 2023, 

p.17). 

3.6.3.1 RUC C UC7: Disaster preparedness A (updated) 

 

Figure 28: RUC C UC7: Disaster Preparedness A (with streaming channel) 
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Figure 29: RUC C UC7: Disaster Preparedness A 

 

3.6.3.2 RUC C UC7: Disaster preparedness B (updated) 

 

Figure 30: RUC C UC7: Disaster Preparedness B (without streaming channel)  
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Figure 31: RUC C UC7: Disaster Preparedness B 

 

3.6.3.3 RUC C UC7: Patient monitoring / Evacuation / Intruder 

 

Figure 32: RUC C UC7: Patient Monitoring/Evacuation/Intruder 
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Figure 33: RUC C UC7: Patient Monitoring/Evacuation/Intruder 
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4 Ethical value and principal  analysis in the 

ODIN project  
Following the description of the main goals, technical enablers and data processing activities in 

the ODIN project, an exercise can be performed towards the identification of relevant ethical 

values and principles which are to be considered within the project itself (and which will resonate, 

at a later stage, with the principles for ethical data procurement identified in the following 

sections6).  

The ODIN project acknowledges the key role of ethics towards: 

Á Minimising the potential of ethical harm generation associated with the ODIN KERs and 

solutions. The project acknowledges the potential ethical consequences of the solutions 

it seeks to develop and test as part of its proposed activities, and that it must particularly 

consider these elements as it reaches maturity, as the exploitation of these solutions 

should consider any moral consequences and ethical risks which could be foreseeable, 

not only to enhance its reception and adoption amongst the industry it seeks to reach 

(e.g. ethics for exploitation and its relation with the innovative procurement journey), but 

most importantly to protect the patients and data subjects potentially involved in its testing 

and exploitation phases. 

Á Demonstrating due diligence, compliance and generating public trust: The proper 

adoption of a project-wide ethical approach includes not only the need to adapt to the 

specific requirements of partner organisations (and their associated stakeholders) with 

regards to ethical compliance (e.g. preparation, submission and maintenance of ethical 

approvals at a national, regional or entity-level, as appropriate); but also intertwines with 

legal requirements for proper documentation and self-assessment of the planned 

activities, and a critical understanding of the nature of the solutions proposed by the 

project as they may be covered by the ever-evolving regulatory landscape (e.g. definitions 

under Medical Device Regulation and/or the risk levels envisioned in the proposed AI Act). 

Inasmuch ethics are understood to be a core component of compliance, their integration 

in the project®s activities can help bridging any gaps between the wording, spirit and 

implementation of regulations. Finally, adoption of such ethical approaches will serve to 

obtain and maintain the trust of data subjects, patients, and other stakeholders during all 

outward-facing activities of the project, thus easing adoption potential and bolstering 

exploitability of its solutions. 

Á Promoting best practice adoption and promoting integration of ethical guidance. In line 

with the European agenda for the incorporation of ethics by design into new technology 

and projects (and in accordance to the project®s contractual commitments to the 

European Commission), the use of ethics by design approaches and the generation of 

relevant, trustable, transparent and explainable solutions can serve in the outreach and 

substantive dissemination and standardisation envisioned by the project. 

 

 

 

 

6 Particularly see the WHO®s key ethical principles found in S5.1.5. 
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In consideration of the preponderant and necessary role of ethical compliance, the activities 

undertaken by the ODIN project are aimed to address and reinforce particularly the following 

ethical principles: 

 

1. Autonomy and power balance:  

Autonomy, a fundamental concept, reflects an individual's self-governing capacity. It 

encompasses two vital aspects: deliberative autonomy and executionary autonomy. Deliberative 

autonomy involves the ability to shape individual thoughts and ideas, while executionary autonomy 

focuses on the freedom to translate these thoughts into actions. At its core, autonomy signifies 

the absence of undue influences or controls that could hinder an individual's capacity to make 

decisions. This requires providing individuals with meaningful choices and safeguarding against 

technologies that covertly limit their available options. 

Notably, autonomy is deeply interconnected with contemporary human rights principles. It 

underpins essential rights such as the freedom of expression, which encompasses the right to 

voice thoughts and associate freely. Additionally, autonomy is intertwined with the right to privacy, 

ensuring individuals have control over their personal information. Furthermore, the right to be free 

from arbitrary detention emphasises the importance of individual agency and the ability to make 

decisions free from unjust restrictions. 

Another critical factor in the context of data collection is the concept of the balance of power. This 

term refers to the equitable distribution of power among different parties. Power, in its essence, 

signifies the capability to perform actions or influence others to act in a certain way. Knowledge 

often plays a pivotal role in determining one's power, as possessing more information can lead to 

greater influence and decision-making capability. 

Imbalances in power occur when there's a significant difference in knowledge between parties 

involved. Such imbalances aren't inherently unethical, as they are a natural occurrence. For 

example, in the realm of data collection, organisations providing security and privacy-enhancing 

software possess more specialised knowledge in those areas compared to individuals. 

Consequently, collecting data for these purposes can lead to power imbalances. However, these 

imbalances become problematic when organisations exploit their knowledge advantage for 

purposes other than safeguarding individuals from security and privacy threats. 

In such cases, organisations misuse their perceived authority to exert undue pressure on 

individuals, compelling them to share their data. This manipulation of power dynamics directly 

affects an individual's autonomy by limiting their ability to make decisions in a self-governing 

manner. Therefore, while power imbalances are a common aspect of various interactions, their 

ethical implications arise when they are wielded as a means of control and manipulation, ultimately 

undermining an individual's autonomy. 

 

2. Privacy and data protection:  

Privacy and data protection/security is one of the most important aspects of the ODIN projects 

due to the sensitive character of the information shared in its ecosystem. Task 3.3 is devoted to 

ensuring this. Indeed, various types of health data such as historic data regarding hospital 

consumables, EHR data, sensors data, data coming from hospital cameras, polysomnography 

data, EEG data, etc. will be processed during the ODIN project.  

Health data is regarded as sensitive for several reasons: 

Á Health data typically contains confidential and sensitive details regarding an individual's 

physical and mental health. It encompasses information about medical conditions, 

treatments, medications, test results, and even genetic data. When health data is 



Deliverable 8.5 ² Data ethics in public procurement for hospitals v2  

 

Version 1.0 I   21/09/2023   I   ODIN © 44 

 

 

combined with other personal identifiers, it becomes even more susceptible to identity 

theft and fraudulent activities (Nass et al., 2009). 

Á Mishandling or unauthorised exposure of health data can have detrimental 

consequences. This information can be exploited to discriminate against individuals based 

on their health conditions, resulting in negative social, professional, or financial outcomes 

(Seh et al., 2020).  

Á Establishing trust is a crucial aspect of fostering positive patient-professional relationships 

and achieving favourable healthcare outcomes. Patients rely on being able to place their 

trust in their healthcare team, knowing that their well-being is the top priority. Trust plays 

a significant role in facilitating shared decision-making between patients and healthcare 

providers. When patients have trust in their providers, they feel empowered to actively 

engage in their healthcare decisions. However, breaches of health data can undermine 

this trust and have a detrimental impact on individuals seeking medical care (Brown, 

2022) (Birkhäuer et al., 2017). 

Another critical element of ODIN to consider is the AI use in the healthcare environment. AI-based 

solutions, some of which are being developed in WP6, can greatly improve healthcare research 

and outcomes by making diagnoses more accurate and treatments more personalised. However, 

there are potential downsides that can arise such as potential errors and patient harm, risk of bias 

and increased health inequalities, lack of transparency and trust, and increased vulnerability to 

hacking and data privacy breaches (Nicholson Price II, 2019). 

In this context, the ODIN project acknowledges the need to promote privacy in healthcare and 

software usage. Data protection is increasingly recognised as an integral aspect of privacy as 

both an ethical value and a human right. Privacy is considered an intrinsic value, cherished for its 

own sake, rather than as a means to an end. Yet, defining privacy remains challenging, often 

eluding clear boundaries in philosophical discussions. The concept of contextual integrity defines 

privacy as appropriate access to and sharing of personal information based on moral, legal, and 

social norms, contingent on the situation. 

Contextual integrity emphasises an individual's control over their personal information and their 

ability to choose whom to share it with, considering the context. For instance, sharing location 

data with family or friends might be acceptable, but not with the government or employer. Defining 

privacy through this lens recognises the social spheres individuals inhabit. Data protection 

ensures these spheres are safeguarded, with applicable privacy norms clearly defined. It asserts 

that personal information must be treated fairly and in line with contextual limits, forming an 

essential part of privacy as an ethical value. 

Beyond its ethical significance, privacy and data protection are enshrined in human rights law. 

European Convention on Human Rights and the European Charter of Fundamental Rights, 

Articles 8 and 7 respectively, emphasise respect for private and family life, including the right to 

privacy. Globally, Article 12 of the Universal Declaration of Human Rights and Article 17 of the 

International Covenant on Civil and Political Rights recognise privacy. The European Charter's 

Article 8 extends to the 'protection of personal data,' while data protection is a fundamental 

element of privacy rights, codified in the GDPR. Data protection ensures just processing of 

identifiable personal data by both public and private entities. 

However, while privacy and data protection have legal backing, their application isn't confined 

solely to the legal realm. Fixed rules cannot foresee all misconduct. Therefore, while legal terms 

might be followed, the essence of the right to privacy can sometimes be compromised. Legal 

rules may exceed or fall short of the original principle. Hence, privacy, although a legal right, is 
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treated in this context as an ethically enforceable principle with its moral significance, independent 

of its legal status. 

 

3. Accountability, transparency and explicability: 

In contrast to the previously discussed ethical values, accountability possesses a more 

"procedural" essence. It necessitates individuals to elucidate or justify their actions and their 

outcomes, subsequently accepting responsibility for them. Firstly, accountability entails 

acknowledging actions that cause harm to others. Given the potential risks of ODIN tools, which 

could adversely affect patients and users, it's imperative to hold these tools accountable for their 

potential harm. Secondly, when an imbalanced power dynamic exists between parties, a degree 

of accountability is crucial to prevent abuse. The knowledge gap between ODIN technology 

developers and end-users might lead to such an imbalance, demanding accountability from the 

technical partners. 

For effective accountability, transparency and explicability are pivotal. Transparency, in the 

context of ODIN, refers to the accessibility of information for users, encompassing both the 

software and its developers (see Task 3.4 and related deliverables). This facilitates conveying 

necessary details to users, enabling them to assess software actions and developer conduct, 

thereby ensuring accountability. Conversely, explicability pertains to developers' capability to 

clarify the functioning of their algorithms, including input-output data and technology purpose. 

Explicability involves actively creating a comprehensible system or information display, whereas 

transparency primarily involves information availability to users. 

Overall, accountability necessitates the establishment of mechanisms to oversee the reduction of 

harm and the mitigation of power imbalance effects. Transparency and explicability are vital in 

disclosing the reasoning behind decisions and their underlying rationale. 

 

4. Justice, non-discrimination, and accessibility: 

Justice involves the equitable distribution of benefits, burdens, opportunities, and challenges 

among different populations. While impartiality is a component of justice, it doesn't necessitate 

treating all individuals identically. Equity is essential in justice, acknowledging that diverse 

backgrounds, situations, and abilities may require different treatment to achieve comparable 

outcomes. Justice serves as the cornerstone of shared values in the European community and 

fosters trust. When individuals perceive fair treatment, they tend to trust organisations and 

technologies. Trust entails confidence in desired behaviour, particularly in uncertain and risky 

situations. Trust isn't an innate good; rather, it's the result of making technology more reliable. 

Closely linked to justice is the principle of non-discrimination. Discrimination unjustly treats 

individuals based on their identity. In the context of ODIN, non-discrimination means designing 

technology for universal use, avoiding bias against age, technical skills, or digital literacy. 

Advancements in AI and technology are urging inclusivity efforts for populations lacking access, 

with a push for "e-inclusion" to bridge digital gaps. 

This push for inclusion, rooted in justice and non-discrimination, ties to another significant value: 

accessibility. Accessibility is crucial for equalising benefits from ODIN technology, in direct 

alignment with justice. It's also vital for building trust, as the project seeks to ensure (through its 

exploitation and dissemination activities) that its solutions become widely adopted by hospitals, 

thus requiring trustworthiness for all segments. 

 

5. Security, non-maleficence, and beneficence: 

Security is a broad term encompassing various interpretations. In essence, security means being 

free from danger or threat. This notion aligns with the principles of non-maleficence and 
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beneficence, and will be thus explored alongside them. Non-maleficence involves refraining from 

causing harm to others, while beneficence goes further by emphasising the need to both prevent 

harm and promote benefits. Beneficence aims to maximise advantages and minimise harm, 

although discussions continue about whether everyone owes these principles to others. Given 

the ODIN project®s context and its role in developing health-related solutions, the need to 

maximise benefits while reducing the potential for harm should be always moved to the forefront. 
As a particular case of harm within ODIN, Robotics (WP5) may cause physical harm, and thus 

particular processes to make robotics safe need to be implemented. 

 

These principles should be considered alongside the project results when evaluating the viability 

for their broader adoption and as previously noted, their integrability with innovative procurement 

efforts. They will be further examined alongside project partners in charge of solution development 

during the upcoming months the resulting final analysis will be presented in the final iteration of 

this deliverable. 

 

 



Deliverable 8.5 ² Data ethics in public procurement for hospitals v2  

 

Version 1.0 I   21/09/2023   I   ODIN © 47 

 

 

5 Normat ive References and Best Practices for 

Data Procurement  

5.1 International Sources  
The European Commission®s 2020 AI white paper has already highlighted the importance of 

promoting the adoption of AI in hospitals and initiated a dialogue across healthcare to support 

public procurement of AI systems, aiming at transforming the process of public procurement 

(Shaip, 2022). ODIN®s aim is thus to support healthcare service providers and regional 

governments to boost innovation, improve better care, productivity, and stakeholder engagement 

via the Innovative Procurement Journey (­IPJ®) would be crucial and will further support the 

Commission®s priority. The rapidly developed data analytics possibilities have now raised various 

ethical concerns regarding data usage like bias, quality of data inputs that train AI models, abuse 

of data, and personal data protection. Data ethics is therefore important to ensure the integrity of 

public procurement. 

5.1.1 The Organisation for Economic Co-operation and Development 

(OECD) 

a. The OECD has already published a report on the good practice principles for data ethics in the 

public sector (OECD, 2020). These principles are also relevant in the hospital sector. Under these 

guidelines, the principles are:  

Table 2: OECD Good Principles for Data Ethics 

GOOD PRACTISES 

PRINCIPLES 
DESCRIPTION / GOAL PRACTICAL REQUIREMENT 

Manage data with 

integrity 

Trustworthy management 

access across the data 

lifecycle (incl. data 

generation, collection, 

selection, storage, disposal, 

access and sharing) 

1.Hospitals should not abuse their 

position regarding data at their 

disposal 

2.No access share and use of data for 

personal profit or goals that do not 

serve the public interest or undermine 

human rights 

3.Comply with legislation and 

guidelines and codes of conduct (hard 

and soft law) 

 

Be aware of and 

observe relevant 

government-wide 

arrangements for 

trustworthy data 

access, sharing and 

use; 

Hospitals must be aware of 

and implement specific 

governance tools and 

mechanisms regarding data 

access, sharing and use to 

ensure these are respected 

1.Know ex-ante and ex-post 

responsibility and accountability 

2.Aware of the regulatory and soft law 

limitations of data use and re-use 

3.Training to build, increase and share 

knowledge on data governance tools 

and develop the necessary skills and 

certification for this 
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4.Be aware of the relevant supervisory 

bodies to know which you should 

consult for data governance rules 

Incorporate data 

ethical considerations 

into governmental 

organisational and 

public sector 

decision-making 

processes 

Hospitals must take 

measures to mitigate ethical 

risk and embed data ethical 

considerations depending 

on the level of responsibility. 

1.Data ethical considerations must be 

incorporated on procurement projects 

especially those involving personal 

data processing and sensitive data.  

2.Ethical considerations must also be 

integrated into contractual agreements 

with third parties and external actors ie 

data sharing. Processing of data in the 

context of private-public partnership 

should be transparent 

Monitor and retain 

control over data 

inputs, in particular 

those used to inform 

the development and 

training of AI 

systems, and adopt a 

risk-based approach 

to the automation of 

decisions 

When hospitals deploy AI 

systems data control must 

be retained when training AI 

systems. Machine 

generated decisions that 

require unique insight into 

the human condition and 

has an adverse impact on 

human rights must not be 

taken into account. 

1.Monitor and control the quality, 

suitability and impartiality of data 

inputs by defining and deploying data 

management rules and practices and 

creating evidence to enable 

assessments of the trustworthiness of 

data 

Be specific about the 

purpose of data use, 

especially in the case 

of personal data 

Consider data minimisation 

principle 

1.Ensure that the project clearly 

articulates the purpose that justifies 

data collection and ensure that data is 

fit for purpose. 

2.Place user needs and concern at the 

core of public procurement  

3. Clarify the difference between 

primary and secondary data and abide 

by the relevant legislation. 

Define boundaries for 

data collection, 

access, sharing and 

use 

Data governance and 

decision-making processes 

shall take into account 

societal costs and benefits 

and proportionality. 

1.The type and use purpose of data 

determine the relevant principles not 

the technology. 

2. Establish rules for data management 

(data disposition, automatic data 

deletion etc) which should be clearly 

communicated to the personnel 

Be clear, inclusive 

and open 

Inform and engage 

stakeholders via openness 

and communication. Clarity 

to ensure the recipient gets 

the message 

1.Publish data governance policies 

and procedures 

2.Engage in social dialogue with 

relevant actors 
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3.Educate relevant stakeholders on 

data governance 

Publish open data 

and source code 

This can help foster citizen 

engagement while securing 

transparency and public 

scrutiny 

1.Promote fair data ecosystems 

through open government data 

policies. 

2.Open disaggregated and granular 

data in accordance with privacy, 

security and ownership requirements 

Broaden individuals® 

and collectives® 

control over their 

data 

After informing individuals 

on how and with who you 

share personal data, 

decision-making power 

shall be given to them to 

exercise autonomy and be 

freely given the option to 

withdraw consent 

1.Opt-in and opt-out tools for 

individuals 

2.Avoid creating multiple copies of the 

same data  

Be accountable and 

proactive in 

managing risks 

Hospitals must anticipate 

and proactively address 

public concerns 

1.Build-in procedures to systematically 

address potential deviations 

2. Encourage data users to self-

evaluate the data hospitals are using 

and re-using 

3.Perform regular data audits, use 

standardised evaluation instruments 

and well-documented data strategies 

4.Create safe havens for reporting 

data misuse, unintended negative 

outcomes and early warnings 

5. Be transparent when data leaks or 

data misuse occur, to help maintain 

community®s trust 

In addition, according to the OECD (OECD, 2020, p.5), the overarching principle that undermines 

the above good practices is that data use by hospitals should serve public good. Democracy, 

legitimacy, fairness, non-discrimination, transparency and openness are ̄sine qua non of ethical 

data use®®. 

Furthermore, environmental implications of data infrastructure shall also be taken into account. 

This means that measures to reduce carbon footprint and the prioritisation of clean and renewable 

energy regarding data centres must also be established. 

b. OECD Principles for Integrity in Public Procurement 

The specific guidelines on data ethics analysed above complement the OECD®s Guidelines for 

Integrity in Public Procurement (OECD, 2009). According to the latter, 4 main principles ensure 

the integrity of the public procurement per se: 

1. Transparency: 
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Be transparent through the procurement lifecycle to ensure all potential suppliers are 

treated equally. Ensure exceptions in competitive tendering are adequately transparent. 

2. Good Management: 

Procurement team must have the necessary skills and meet high ethical standards. Public 

funds must be used solely for the purpose they were initially intended, 

3. Prevention of misconduct, compliance, and monitoring: 

Take preventive measures and establish mechanisms to monitor public procurement and 

potential misconduct or incompliance. 

4. Accountability and control: 

A ­®clear chain of responsibility®® must be established along with complaint and control 

mechanisms, while the public must be able to scrutinise public procurement. 

 

5.1.2 DataEthics.eu 

Taken into account the European Commission®s 2020 White paper on AI, the independent 

thinkdotank ­DataEthics.eu® in Denmark published in 2020 its white paper on data ethics in public 

procurement (DataEthics.eu, 2020). Though the white paper does not solely focus on healthcare, 

healthcare is considered as a sector that could implement the new approach to public 

procurement this white paper brings. Specifically, a new risk-based and systematic approach to 

public procurement is proposed via a due diligence process, as shown in Figure 34 below: 

 

Figure 34: Due diligence process diagram 
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The table below briefly explains each process within public procurement interacts with data ethics: 

Table 3: Interaction of public procurement with data ethics 

PROCUREMENT PROCESS DESCRIPTION / REQUIREMENT 

Preliminary risk assessment 5 sub-categories of risk assessment must be carried out: 

1.Data ethics impact assessment*  

2. Legal compliance assessment 

3. Accountability impact assessment 

4. Security risk assessment 

5. Social and environmental impact assessment 

Preliminary screening of 

suppliers 

Data ethics requirements must be embedded from the 

design process. To ensure this the following must be 

implemented: 

Á Notification of non-human interaction: If AI systems 

directly interact with individuals they must reveal 

they are not human 

Á AI systems must be traceable and explainable  

Á AI systems must avoid bias and include a 

procedure for reviews. Inclusion of various 

stakeholders through the design process 

Á Technical robustness should be documented 

including audits and communication 

Contracting Exclusion criteria (participation in fraud, corruption, human 

trafficking). Especially for data ethics, this includes unlawful 

exploitation of personal data and hostile use of personal 

data via abusing the right to human dignity. 

Selection criteria (diverse and multidisciplinary teams to 

avoid bias and utilise different skills). Sub-suppliers should 

also comply with the same data ethics standards 

Award criteria Assessment on a best-price-to-quality ratio. 

The quality criteria should reflect the standards on data 

ethics, privacy, environment, etc. 

Contract performance 

conditions 

Clauses on sustainability and respect of fundamental rights 

shall be included in contract performance conditions, along 

with sanctions for non-compliance 

Contract implementation Governance structure with clear roles and responsibilities 

through the lifecycle of the project. The supplier should 

meet the public contracts requirements under 5 sections: 

data ethics, legal compliance, accountability, technical 

robustness and sustainability 

 



Deliverable 8.5 ² Data ethics in public procurement for hospitals v2  

 

Version 1.0 I   21/09/2023   I   ODIN © 52 

 

 

The new process aims to embed 6 sets of main data ethics principles: 

Table 4: Data Ethics principles 

DATA ETHICS PRINCIPLE DESCRIPTION 

Human primacy All data processes must benefit humanity and 

enable life in democratic and sustainable 

societies 

Universal design All shall benefit from products and services, 

including people with disabilities, children and 

elderly. 

Transparency Individuals must be provided with the 

necessary information and tools to understand 

and interact with AI-based services.  

Traceability Verification and documentation of data 

sources, data sets and the processes that 

lead to automated decision making, to ensure 

errors are promptly identified. 

Explainability AI systems must always be explainable and 

allow human intervention 

Fair communication AI-based solutions must notify in advance 

users that they are interacting with such. 

Information on the level of accuracy, 

limitations and opt-out choices must also be 

communicated 

 

Under this White Paper, a gap is identified in the current standards, as no standard for data ethics 

within the EU for public procurement exists. 

 

 

5.1.3 World Economic Forum 

a.  AI Procurement in a Box: AI Government Procurement Guidelines (World Economic Forum, 

2020a) 

In June 2020 the World Economic Forum published guidelines for procurement of AI solutions 

and services that consist of 10 high-level recommendations. The Workbook on AI Procurement 

in a Box (World Economic Forum, 2020b), then followed to provide more details on these 

guidelines. The table below considers both publications and mentions the guidelines and 

recommendations that are of interest when it comes to data ethics: 
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Table 5: WEF AI Procurement Guidelines and Principles 

GUIDELINES PRINCIPLES 

PRACTICAL 

CONSIDERATIONS (WEF 

2020b) 

Incorporate potentially 

relevant legislation and 

codes of practice 

Review relevant legislation and 

norms that govern the types of 

data and applications in scope, 

considering trade-secrets, IP, 

data-privacy best practices 

 

Articulate the technical 

and administrative 

feasibility of accessing 

relevant data 

Ensure that you have proper data 

governance mechanisms in place 

from the start of the procurement 

process. Data governance 

requires a diverse team. 

1.Identify how sensitive is data 

in scope (personal, and or 

sensitive). 

2.Processes to protect and 

manage data used during the 

project. 

 3.Processes to protect and 

manage data that could be 

used during the procurement 

process itself. 

4.Clear roles and 

responsibilities. Identify who is 

accountable both during the 

procurement and the project 

itself (E.G Chief Data Officer). 

5.Establish an escalation 

mechanism for procurement 

team members if they have 

data concerns. 

Define if and how you will share 

data with the vendors for the 

procurement and the subsequent 

project. Depending on the 

sensitivity of the project consider 

releasing only a sample of 

sensitive data so that vendors 

have a clear idea of the data 

without access to all of it. For this 

ensure the sample is a 

representative sample of the 

overall dataset. 

1.Identify if sharing data 

outweigh the risks this entails. 

2.Establish mechanisms to 

ensure safety, confidentiality 

and privacy of data while 

sharing. 

3.If you share only a sample of 

data, ensure it is 

representative. 

Create minimum requirements for 

the environment where the 

vendor will host data (security in 
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enterprise laptops when 

processing sensitive data). 

Data consent form signed by 

vendors that clarifies that the 

data will be used exclusively for 

the purpose of this project but for 

no other purpose 

 

Set timeframes for data deletion. 

Vendors should not keep data 

after the procurement process, or 

after the conclusion of the project 

for successful bidders. A clear 

confirmation of deletion of all data 

by the vendor®s lead for the 

project must be required. 

 

Encourage innovative 

approaches like anonymisation, 

data aggregation, masking and 

synthetic data. 

 

Highlight the technical 

and ethical limitations 

of intended uses of 

data to avoid issues 

such as historical data 

bias 

Consider the susceptibility of data 

that could be in scope. Assess 

the privacy needs of different 

datasets and take according 

measures (e.g. sensitive vs non-

sensitive data) Highlight known 

limitations (e.g. quality) of the 

data and require tenderers to 

describe measures to address 

these 

1.Assess the impact of a data 

breach per each category of 

data. 

2. Ensure the team 

understands the data 

generation process. 

3. Consult the data owner to 

obtain a high-level assessment 

of the integrity of data. 

4. If data is of poor quality 

consider alternative sources 

and consultation. 

All selected data must meet the 

criteria of fairness. Data should 

be recent and representative of 

the population the AI solution 

aims to address. 

Describe bias policies models 

and bias checking procedures. 

Particular focus on detecting 

unconscious bias. 

Work with a diverse, 

multidisciplinary team 

Make decisions within a 

multidisciplinary team that has 

the right skill sets. 

Develop a clear understanding 

of the skills required. 

Create a team that has the 

necessary skill set. 

Include in the evaluation criteria 

a score for team diversity. 
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Focus on mechanisms 

of algorithmic 

accountability and 

transparency norms 

Promote a culture of 

accountability across AI-powered 

solutions and take measures to 

enable interpretability. 

The procurement can require 

the successful bidder to: 

Assess the human oversight 

level of the algorithmic 

outcome. 

Create detailed user journey 

maps. 

Allow external audits. 

Provide users with an appeal 

mechanism. 

Provide documentation about 

the logic behind the algorithm, 

test reports, logs and quality 

criteria. 

In addition, WEF takes into account the risks of data hosted externally and how depending on the 

choice, visibility and delivery complexity are affected. Although this is not included in a data ethic 

principle stricto sensu, options for hosting of data should be evaluated and public procurement 

requirements must take into account the relevant implications of each choice based on this matrix 

below: 
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Figure 35: WEF matrix on data hosting interplay with delivery and visibility 

 

5.1.4 European Union 

The French Presidency of the Council of the European Union in 2022 published an ethical 

framework on the Ethical Principles for Digital Health (French Presidency of the Council of the 

European Union, 2022). According to this, the following ethical principles are now enshrined: 

Table 6: Ethical Principles for Digital Health 

ETHICAL DIMENSION  ETHICAL PRINCIPLES  

Digital Health based on humanistic values  Digital Health complements and optimises 

face-to-face healthcare. 

Individuals are informed about the benefits and 

limits of Digital Health. 
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Individuals are informed about the functioning 

of Digital Health services and can easily 

customise interactions with them.  

When AI is used, all reasonable efforts are 

made to make it explainable and without 

discriminatory bias . 

Enable individuals to manage their Digital 

Health and data  

Individuals actively participate in shaping the 

European and national frameworks of Digital 

Health and data. 

Individuals can easily and reliably retrieve their 

health data in a commonly used format.  

Individuals can easily get information on how 

their health data have been or may be 

accessed and for which purpose.  

Individuals can easily and reliably grant access 

to their health data and exercise their rights 

including objection.  

Make Digital Health inclusive  Digital health services are available to all, 

including people with disability or low levels of 

literacy. 

Digital Health services are intuitive and ready 

to use.  

Individuals have access to Digital Health 

training.  

Digital Health services include support through 

human communication when needed.  

Eco-responsible Digital Health  Environmental impacts of Digital Health are 

identified and measured. 

Digital Health services are developed in 

compliance with eco-design practices.  

Digital Health stakeholders are committed to 

reduce their ecological footprint.  

Re-use and recycling of Digital Health 

equipment are ensured.  
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5.1.5 World Health Organization (­WHO®) 

Although not specifically addressing public procurement, the WHO has defined the key ethical 

principles for the deployment of AI systems in healthcare (World Health Organisation, 2021). 

Table 7: WHO®s Key ethical principles 

KEY ETHICAL PRINCIPLE DESCRIPTION 

Protecting human autonomy Humans and not machines should continue 

remain in control of medical decisions. 

Healthcare providers must receive the 

necessary information to correctly use AI 

systems and a valid informed consent must 

be given by patients. 

Promoting human well-being and safety and 

the public interest 

AI systems must meet the relevant safety, 

accuracy and efficacy requirements to 

ensure their usage will not harm people. 

Quality control measures. 

Ensuring transparency, explainability, 

intelligibility 

Sufficient information must be promptly 

communicated to healthcare professionals, 

patients and regulators. According to the 

technology used, AI systems must be 

explainable to allow outcome evaluation. 

Fostering responsibility and accountability Clear information on what specific tasks AI 

systems can perform. Human supervision as 

warranty to ensure AI systems perform their 

assigned tasks well and to allow 

accountability in case of errors. Complaint 

and redress mechanisms for those who are 

negatively affected by automated-decisions 

must also be established. 

Ensuring inclusiveness and equity AI technologies should avoid bias, minimise 

disparities and be designed in a way that 

allows usage in a wide audience no matter of 

age, sex, race, income, ethnicity, etc. No 

technology should deteriorate already 

existing biases within the society. 

Promoting AI that is responsive and 

sustainable 

Continuous assessment of the use of AI 

systems to ensure these are responsive. AI 

systems must consider environmental impact 

and energy efficiency. Sustainability in 

workplace must also be taken into account 

as health-care professionals might need 

specific training to ensure they can safely use 

AI systems. Potential job-losses due to AI 

might lead to workplace disruption the risks 

of which should be addressed ex-ante. 
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In terms of governance principles and guidelines, WHO®s report inter alia focuses on transparency 

and uses New Zealand®s initiative as a framework example that could be used to develop a 

trustworthy and ­®high-control data-sharing ecosystem®®, as shown in the figure below. These 8 

questions presented will eventually allow the public and users to determine whether this particular 

organisation/entity meets their standards in terms of transparency: 

 

Figure 36: New Zealand®s 8 questions on data-sharing ecosystem (Source:(World Health 

Organisation, 2021), p.87) 

Among WHO®s recommendations to mitigate risks arising from the deployment of AI systems are 

the conduction of transparent impact assessments (inter alia data protection, ethics and safety 

impact assessments) before selecting the technology that will be used in the healthcare sector 

and the development of legal and ethical standards for procurement of AI systems that will then 

be required from potential suppliers to include these into their procurement practices and 

subsequent projects (World Health Organisation, 2021, p.105). 

 

5.1.6 The Belmont report (1978) 

Although the Belmont report (The National Commission for the Protection of Human Subjects of 

and Biomedical and Behavioral Research, 1979) had mostly a US scope and target audience, its 

significance is important as it is one of the first ethical principles that focus on research involving 

human subjects. The report was officially published in April 1978 by the National Commission for 

the Protection of Human Subjects of Biomedical and Behavioral Research and formed the basis 

of the current rules on human subject protection of the US Department of Health and Human 

Services. The Belmont®s ethical principles have already been integrated at D8.2 that identified at 

a high-level the key ethical principles and their application in ODIN (see D8.2, Table 4). 
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Table 8: Belmont®s ethical principles 

BELMONT ETHICAL PRINCIPLE DESCRIPTION 

Respect for persons Individuals shall be treated as autonomous 

agents and particular measures for persons 

with low autonomy must be taken. Give to all 

people the necessary information to choose 

freely and take a tailored approach towards 

people that need extensive protection (i.e 

minors). For research purposes, human 

subjects must voluntarily participate after 

adequate information. 

Beneficence All actions must secure the well-being of both 

individuals and society. All research activities 

must follow the ­do-not-harm® rule. Research 

consultation with the society must ensure 

prompt identification of longer term benefits 

and risks and attempt to maximise benefits, 

while minimising harms. 

Justice Equals must be treated equally. Benefits of 

the outcomes of research must fairly be 

distributed to everyone. People who 

participate in research should also be among 

the beneficiaries of the subsequent research 

results. 

 

These principles will also be considered in this deliverable and specifically in the final table of the 

key ethical principles ODIN shall embed in public procurement, as will be analysed in section 7. 

 

5.1.7 International standards 

The following international standards relate to the topic of ethics and public procurement and 

should be considered in future research performed in the context of this task. 

5.1.7.1 BSI/ISO: PD ISO/TS 17033:2019 

This standard PD ISO/TS 17033:2019 Ethical claims and supporting information. Principles and 

requirements are classified in these ICS categories: 

03.120.20 Product and company certification. Conformity assessment 

This document contains principles and requirements for developing and declaring ethical claims 

and for providing supporting information, where specific standards have not been developed, or 

to supplement existing standards. 

This document is intended for use by all types of organisations and is applicable to all types of 

ethical claims relating to a product, process, service or organisation. 
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This document can also be used by those seeking a better understanding of ethical claims and 

their use. This document can support the development of programmes for aspect-specific and 

sector-specific ethical claims. 

5.1.7.2 BSI: 21/30424458 DC 

This standard 21/30424458 DC BS EN 17687. Public procurement. Integrity and accountability. 

Requirements and guidance are classified in these ICS categories: 

03.100.10 Purchasing. Procurement. Logistics 

03.100.02 Governance and ethics 

13.020.20 Environmental economics 

91.010.20 Contractual aspects 

This document specifies requirements and guidance for buyer organisations, with regards to 

integrity and accountability in public procurement activities from identification of needs throughout 

the delivering of goods, services or work contracts. 

This document is applicable to use by: buyer organisations; contributors; decision makers. 

This document can have an impact on: individuals; suppliers and individuals acting in support of 

or on behalf of suppliers, including subcontractors; the official bodies of the member states and 

of the European organisations which intervene, directly or indirectly, in the public procurement 

process; organisations representing suppliers at the member state or European levels.  

NOTE: Further guidance for the interpretation and application of the scope and requirements of 

this document is provided in Annex A. 

5.1.7.3 BSI: BS 10501:2014 

This standard BS 10501:2014 Guide to implementing procurement fraud controls is classified in 

these ICS categories: 

13.310 Protection against crime 

03.100.02 Governance and ethics 

 

5.2 European and National Regulatory Dispositions  

5.2.1 European regulatory dispositions 

The new IPJ must align with EU Directives and supplementary guidelines of the European Union. 

Specifically, the main regulatory framework on public procurement is set out under EU Directive 

2014/24/EU (Directive 2014/24/EU of the European Parliament and of the Council of 26 February 

2014 on public procurement and repealing Directive 2004/18/EC Text with EEA relevance,) and 

EU Directive 2014/25/EU. However, the latter applies only to public procurement by entities 

operating in specific sectors (namely water, energy, transport, and postal services). Hence, 

regarding the healthcare project and ODIN project, only the former Directive 2014/24/EU applies 

(hereafter ­Directive®).  

This Directive establishes rules on the procedures for procurement by contracting authorities with 

respect to public contracts as well as design contests, whose value is estimated to be not less 

than the threshold amounts set out under art 4 of the Directive. The Directives established 

numerous requirements during all stages of public procurement, but no reference to data ethics 

is included. 
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The following table provides an overview of some of these requirements and how each could be 

used to embed data ethics in the public procurement process: 

Table 9: Directive®s Requirements per procurement stage 

PROCUREMENT 

STAGE 
REQUIREMENT DESCRIPTION 

HOW THIS 

COULD RELATE 

TO DATA 

ETHICS 

Preparation Preliminary market 

consultation ² Art 40  

Conduct market 

consultations, seek 

advice from 

independent experts 

and authorities but 

ensure that this does 

not distort competition.  

Data ethics 

encourages 

market 

consultation, so 

distorting 

competition is a 

risk that should 

be addressed 

Technical 

specifications ² Art 42 

Depending on the 

service/work specific 

technical 

specifications must be 

met. 

Specific 

technical 

specifications on 

data quality, 

security, 

accuracy and 

governance 

should be 

included 

Labels ² Art 43 When works have 

environmental, social 

or other characteristics 

the award criteria 

might require specific 

labels as a means of 

proof.  

Data labels that 

ensure quality, 

and show the 

source could 

perhaps be 

included 

Choice of participants 

and award of 

contracts 

Selection criteria and 

exclusion grounds- 

Arts 57 and 58 

Exclusion grounds 

must not exist for 

awarded candidates, 

who should also fulfill 

the selection criteria. 

The exclusion 

and selection 

criteria can 

include data 

ethics 

requirements, 

especially under 

art 57(4)(a). For 

instance 

exclusion of 

candidates who 

exploit data. 

 Quality assurance 

standards and 

Contracting authorities 

shall refer to quality 

Quality 

assurance 
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environmental 

management 

standards 

assurance standards, 

drawn up by 

independent bodies 

standards for 

data ethics might 

be developed 

 Contract award criteria The most economically 

advantageous tender 

shall be identified on a 

best-price quality ratio 

which is assessed on 

criteria including 

qualitative 

environmental and 

social aspects. 

On these criteria 

data ethics 

requirements 

could be 

introduced, 

including quality 

of data avoiding 

bias (social 

aspect), 

environmental 

footprint of data 

storage etc.  

 Life-cycle costing ² Art 

68 

Life-cycle costing shall 

include the costs 

related to acquisition, 

maintenance and end 

of life costs. 

The cost 

throughout the 

life-cycle of data 

shall also be 

considered 

Contract performance Conditions for 

performance of 

contracts ² Art 70 

Contracting authorities 

may lay down special 

conditions related to 

the performance of a 

contract. 

Clauses that 

ensure 

fundamental 

rights protection 

and sustainability 

could be 

included 

The Health Care Without Harm (Health Care Without Harm, 2014) Europe explored the 

opportunities the new Directive will provide for a more sustainable public procurement in 

healthcare. Among others, it welcomed the self-cleaning option under art 57, where even 

companies that initially were excluded could potentially become eligible tenders if they can 

demonstrate that they have become a reliable counterparty. Especially if data ethics will be 

included in the exclusion criteria, this self-cleaning option could be highly beneficial in the long 

term so as not to hinder innovation and allow entities who have exploited data in the past to 

participate in the public procurement process as long as they can demonstrate that they now do 

not exploit data. In addition, under art 18(2) Member States shall ensure that successful tenderers 

comply with environmental, social and labour laws. Although this is left to the discretion of the 

Member States, fragments of data ethics principles could also be found via national laws that 

transpose this Directive.  

 

5.2.2 New Commission®s Priorities 

a. In 2017 the European Commission published a new public procurement strategy (European 

Commission, 2017) with 6 clear priorities to improve procurement in practice. Inter alia this 

includes ­Transparency, integrity and better data® and the ­Digital transformation of public 

procurement®. 

The table below provides an overview of the above priorities: 
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Table 10: European Commission®s priorities on public procurement 

INCREASING TRANSPARENCY, INTEGRTIY 

AND BETTER DATA 

Better and more accessible data should be 

made available in public procurement, while 

respecting the fundamental rights, and in 

particular the right to protect personal data, to 

the extend applicable 

Electronic procurement systems must 

produce good quality data 

The Commission will propose new e-forms to 

improve the collection of data. These forms 

have already been established under 

Regulation (EU) 2019/1780 

Setting up publicly accessible contract 

registers to provide transparency on awarded 

contracts 

BOOSTING THE DIGITAL 

TRANSFORMATION OF PROCUREMENT 

New technologies enable to streamline and 

simplify the procurement process 

The whole public procurements process must 

embrace digital transformation from planning, 

notification, submission until invoicing and 

archiving. 

The Commission will further improve and 

promote standards (like eCertis) that enable 

digital transformation of procurement at 

national level and complementary tools like 

the Single Digital Gateaway 

 

b. Guidance on Innovation Procurement (European Commission, 2021) 

Although not legally binding, the European Commission in 2021 published guidelines on 

innovation procurement (European Commission, 2021a). It focuses on ensuring that 

procurements award the best quality, cost-efficiency, and promotes solutions that value 

environmental and social benefits. Under its definition ­innovation procurement® is any 

procurement that either buyers the process of innovation or the outcomes of innovation 

(European Commission, 2021a, p.6). Although no reference to data ethics principles takes place, 

the guidance provides a dedicated section on the intellectual property protection of data, datasets 

and databases (European Commission, 2021a, p.70). 

 

5.2.3 Six National dispositions  

5.2.3.1 United Kingdom 

Although the UK is not included in the Pilots of ODIN®s projects and is no longer part of the EU, it 

has a substantial development in data ethics and thus it is important to provide an overview of the 

https://ec.europa.eu/tools/ecertis/#/homePage
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52017PC0256
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national dispositions of the UK (Government Digital Service, 2020). There are 4 important soft law 

documents on data ethics that will be useful for ODIN: 

a. Guidelines for AI Procurement (Office for Artificial Intelligence, 2020) 

The Guideline includes ethical themes that should be taken into account by procurement teams 

to assess the viability of an AI system. It defines data ethics as ­®an emerging branch of applied 

ethics which describes the value judgements and approaches we make when generating, 

analysing and disseminating data®®. 

It divides the AI public procurement process into 4 sub-categories: 

 

Figure 37: AI Procurement Stages (UK) 

Table 11: Recommendation per each Procurement stage (UK) 

AI PROCUREMENT STAGE RECOMMENDATION 

Preparation and planning Multidisciplinary teams with diverse skills and 

roles to support both procurement and 

implementation of AI system. These include 

data architects, delivery managers, security 

architects, data engineers and commercial 

managers. 

Data assessment of your data and data 

governance like granting data access, 

storage and reviewing data consent. 

AI Impact assessment at the project design 

phase. 

Preliminary market engagement to better 

determine the scope and feasibility of your 

requirements. 
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Publication Highlight your data strategy and 

requirements add the findings of your data 

assessment and reference DPIAs if possible. 

Focus on data quality, bias and limitations. 

Consider strategies to avoid vendor lock-in 

and ­Black Box® AI systems. Underline the 

need for an explainable approach to AI 

development. 

Selection evaluation and award Ask for suppliers to demonstrate key robust 

practices including processes to ensure 

accountability over algorithmic outputs, 

security provisions, having an internal AI 

ethics approach, processes that avoid unfair 

discrimination, defining acceptable model 

performance. 

Contract Implementation and Ongoing 

Management 

Implementing a process-based governance 

framework. 

Clear and well-defined protocols for logging 

activity and for implementing mechanisms to 

support end-to-end auditability. 

Consider what the end-of-life processes for 

your AI system and the data should look like. 

Auditable methods of data cleaning and 

defining end-of-contract roles and processes 

for both contracting authority and supplier. 

b. The Data Ethics Framework (Government Digital Service, 2020) 

The UK Government of Digital Service has created a Data Ethics Framework for responsible data 

use in government and the wider public sector. The framework is split into 3 overarching 

principles: 

Table 12: Overarching ethical principles (UK) 

TRANSPARENCY Actions, processes and data are open to inspection. 

Information about project, methods and outcomes is widely 

available to the public in understandable language. 

ACCOUNTABILITY Effective governance and oversight mechanisms throughout 

the project. 

FIARNESS The project promotes just and equitable outcomes, has 

negligible detrimental effects and is aligned with human rights 

considerations. Measures to mitigate biases are in place. 
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It then describes 5 specific actions to embed these principles throughout the projects and 

provides a self-assessment tool: 

 

 

Figure 38: Self-assessment table 

 

The following figures showcase a breakdown of each of the 5 steps listed in the figure above.  

 

Figure 39: Define public benefit and user need diagram 
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Figure 40: Involve diverse expertise diagram 

 

 

Figure 41: Comply with the law diagram 
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Figure 42: Review the Quality and Limitations of the Data - Breakdown 

 

 

Figure 43: Evaluate and Consider Wider Policy Implications - Breakdown 

c. A Buyer®s Guide to AI in Health and Care (NHSX, 2020) 

Under this Guide specific questions for potential buyers of AI systems are set out, as shown in 

the figure below: 
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Figure 44: A Buyer®s Guide to AI in Health and Care 

Question 9 as shown in the figure above focuses on procurement. As the guideline specifies the 

procurement process needs to be fair, transparent and competitive. This inter alia includes 

market engagement from an early stage to identify potential vendors, the level playing field and 

understand the demand.  

5.2.3.2 Netherlands 

The Netherlands has transposed the Directive via its Procurement Act 2012 (Procurement Act 

2012 (Netherlands), no date) applicable to all types of procurement and further detailed under 

the Public Procurement Decree (Decree of 11 February 2013, concerning the regulation of some 

subjects of the Procurement Act 2012 (Procurement Decree), no date). As D2.5 details, the Act 

is further supported via the Proportionality Guide (Proportionality Guide 2nd revision, 2020), the 

Works Procurement Regulation 2016 (Aanbestedingsreglement Werken 2016, 2016) and the 

European Single Procurement Document (Uniform Europees Aanbestedingsdocument, 2020). 

However, none of these documents has embedded data ethics principles. (DataEthics.eu, 2020) 

The Utrecht Data School has developed a ­DEDA® (Data Ethics Decision Aid) tool to facilitate 

project managers and policymakers in identifying ethical issues in projects that process data 

(Utrecht Data School, no date). The main deliverable of DEDA is a worksheet that allows 

projects to map ethical issues and document actions to ensure accountability. The figure below 

is the mapping of DEDA: 

https://wetten.overheid.nl/BWBR0032919/2020-07-01
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Figure 45: DEDA Mapping (Netherlands) 
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DEDA introduces 6 ethical themes/principles and based on the questions it indirectly also provide 

guidance on considerations/actions that might be helpful to embed data ethics within the project. 

The table below provides a brief overview of the DEDA mapping: 

Table 13: DEDA requirements 

GENERAL CATEGORY 
ETHICAL THEME / 

PRINCIPLE 
CONSIDERATIONS 

Data related considerations Algorithms If algorithms are used an 

explanation must be accessible 

to the wider public. 

Data source Document the origin of data, 

assess its quality and set an 

expiration date for data to be 

used. 

Anonymisation Consider anonymisation, 

pseudonymisation or 

generalisation of data. 

Access controls for de-

pseudonymisation and 

encryption keys. 

Visualisation Consider visualisation when 

presenting the results 

Access Access controls for what and 

set specific conditions for 

granting such. Monitor access. 

Sharing, repurposing, 

and reusing 

Establish conditions for reuse 

and repurposing. If data 

publicly available ensure no 

legal obligations prohibit this 

and the open access does not 

risk the sustainability of the 

project. 

General considerations Responsibility Legal compliance. Data 

governance and clear roles and 

responsibilities for each role. 

Communication Establish a communication 

strategy in agreement with all 

parties involved. Establish a 

specific communication 

strategy in case of negative 

outcomes. 

Transparency Be transparent towards citizens 

and give them the chance to 
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object to the results of the 

project. Opt-out of citizens 

must be effective. 

Privacy If personal data is used ensure 

to comply with the GDPR and 

the national dispositions, 

conduct a DPIA and consider 

assigning a DPO for the project 

Bias Assess the risk of possible 

discrimination, ensure all 

groups are well-represented in 

datasets. Evaluate the 

probability of whether the 

project creates incentives for 

undesirable behaviour, imagine 

a potential scenario where the 

project results could be 

misused for other purposes and 

consider long-term effects in 

society. 

5.2.3.3 Spain 

The principal piece of legislation on public procurement in Spain is Law 9/2017, of 8 November, 

on public sector contracts (Ley 9/2017, de 8 de noviembre, de Contratos del Sector Público, por 

la que se transponen al ordenamiento jurídico español las Directivas del Parlamento Europeo y 

del Consejo 2014/23/UE y 2014/24/UE, de 26 de febrero de 2014., 2018), that transposed 

European Directive 2014/23/UE and Directive 2014/24/UE. The main change this law has brought 

is the best Price-quality ratio that is now introduced. However, no data ethics principles have been 

introduced until today. As the D2.5 already explained, the current development in public 

procurement in Spain is also driven locally, as the system is decentralised.  

For instance, in Catalonia an Ethics Commission in Public procurement has published a Code of 

principles for public procurement (Direccio General de Contractacio Publica, no date) that 

determines the central ethical principles and values that must preside during public procurement. 

Under this code the main fundamental principles are: 

1. Principle of legality 

2. Public interest 

3. Strategic use of public procurement to promote sustainability, social responsibility, and 

innovation 

4. Effectiveness and efficiency 

5. Transparency and access to information 

6. Embedded ethics 

7. Leadership 

8. Institutional cooperation 

https://www.boe.es/buscar/act.php?id=BOE-A-2017-12902&p=20211231&tn=0
https://contractacio.gencat.cat/web/.content/principis/transparencia-bones-practiques/bones-practiques/codis-bones-practiques/codi-principis-conductes-recomanables.pdf
https://contractacio.gencat.cat/web/.content/principis/transparencia-bones-practiques/bones-practiques/codis-bones-practiques/codi-principis-conductes-recomanables.pdf
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Figure 46: Codes for Main Fundamental Principles (Source: Codi di principis | Conductes 

recomanables en la contractació pública) 

Although these principles again do not solely focus on data, it is evident that they are consistent 

with most of data ethics principles that currently exist at the international and European level. 

5.2.3.4 Italy  

In Italy, A National Action Plan on Ethical Public Procurement is currently being developed 

(National Agency for Public Procurement, 2017). The Directive was transposed into national 

legislation mainly under Legislative Decree 50/2016, as modified by legislative decree n. 

57/2017(ITALIAN PUBLIC CONTRACT CODE (LEGISLATIVE DECREE 50/2016, as modified by 

legislative decree n. 57/2017), 2017). Under art. 4 of the abovementioned legislation the award 

criteria consider the principles of cost-effectiveness, efficacy, impartiality, equal treatment, 

transparency, proportionality, publicity, safeguard of the environment and energy efficiency. The 

above principles can therefore easily extend to data ethics requirements as well. 

5.2.3.5 Germany 

Public procurement is also highly decentralised in Germany. However, the national law ¯Gesetzes 

gegen Wettbewerbsbeschrÿnkungen° (GWB) has transposed the Directive along with 

supplementing legislation. For the medical sector of particular importance is Verordnung über die 

Vergabe đffentlicher Auftrÿge¯ (Verordnung über die Vergabe öffentlicher Aufträge 

(Vergabeverordnung - VgV), 2016) and the ­Verordnung zur Modernisierung des Vergaberechts- 

VergRModVO) (Verordnung zur Modernisierung des Vergaberechts- VergRModVO, 2016). 

Under § 97 Abs. 2 and 3 GWB: Public contracts are awarded via transparent procedures and 

equal treatment of participants. The award criteria include quality, innovation, social and 

environmental aspects (Gesetz gegen Wettbewerbsbeschränkungen (GWB) § 97 Grundsätze der 

Vergabe, no date). Furthermore, according to § 58 Abs. 2 VgV, the decision on the most 

economic offer is based on the best-price performance ratio, however besides this, other criteria 

are also additionally considered including quality, accessibility of service especially for people with 

disabilities (­®design for all®®), social, environmental and innovative characteristics. Specific 

mention is also given to the quality of the staff employed, the organisation and their experience. 

Germany in the last years mostly focuses on sustainable procurements and has developed 

initiatives like the ­®Sustainability Compass®® (Kompass Nacjhaltigkeit, no date).  

In 2018 the Federal Government®s Data Ethics Commission was set up to provide the Government 

and Parliament with a framework on how to develop data policy and deal with algorithms, artificial 

https://www.kompass-nachhaltigkeit.de/en/
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intelligence and digital innovation. Under its opinion (Daten Ethik Kommission, 2019) a set of 

ethical principles was established: 

1. Human dignity 

2. Self-determination 

3. Privacy 

4. Security 

5. Democracy 

6. Justice and solidarity 

7. Sustainability 

It then focused on the challenges that arise from data-driven innovation and split them into two 

basic categories, the ­®data perspective®® and the ­®algorithms perspective®®, which are two sides 

of the same coin. 

As far as the data perspective is concerned the Commission deemed it important to identify 

standards for data governance that embed the following data ethics principles: 

Table 14: Daten Ethik Kommission Principles (Germany) 

DATA ETHICS PRINCIPLE DESCRIPTION 

Foresighted responsibility When assessing the potential impact of 

processing data, envisioned cumulative 

effects, network effects and technological 

development must be taken into account. 

Respect for the rights of the parties involved Respect the rights of all parties who contribute 

to the generation of data (including but not 

limited to data subjects)  

Data use and data sharing for the public good Any reuse and repurposing must benefit the 

public 

Fit-for-purpose data quality Data processed must be of high quality and fit 

for purpose 

Risk-adequate level of information security Information security standards must apply to 

reduce risks and vulnerabilities 

Interest-oriented transparency Appropriate documentation to ensure 

accountability and transparency at any time 

The Data Ethics Commission specifically mentions the deployment of data-driven technology in 

healthcare and envisions a ­learning healthcare system® that continuously improves through the 

quality use of health data. However, the Commission warns about the danger of potential 

discrimination in cases where sensitive data are used in healthcare and considers a prohibition of 

exploiting sensitive data beyond the originally collected purpose. 

5.2.3.6 Poland 

As D2.5 further details the Directive is transposed into national legislation via the Public 

Procurement Law (Polish Public Procurement Office, 2019), however again no data ethics 
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principles are embedded. In 2020 the ­Policy for AI Development in Poland® was published (Policy 

for the Development of Artificial Intelligence in Poland from 2020, no date). The policy paper 

includes in its short-term objectives until 2023 the ones mentioned above; 

Table 15: Short term objectives for AI Development (Poland) 

POLICY OBJECTIVE TOOLS 

Developing rules ensuring transparency, 

auditing and accountability concerning the 

use of algorithms by public administration 

Introduction of a mandatory ex-ante self-

assessment to promptly identify errors and 

take preventive measures. 

Development of an explanatory model for 

automatic decision-making and an effective 

contest mechanism. 

Opening public data Support the Open Data Programme, and 

ensure open data comply with the law, trade 

secrets and personal data. 

Re-use existing data to develop information 

services. 

Exploiting medical data research to improve 

health considering data protection 

requirements 

Pilot projects for retaining anonymised 

medical data. 

Sharing medical data for the development of 

medicines and treatments. 

Increase the number of AI procurements in the 

public sector 

Promote the ­®learning by doing approach®® via 

organising pilot projects and building upon the 

experience of GovTech Polska. 

Organise pilots on risk assessments and 

explanations. 

Promoting the use of non-conventional (not 

tender) public procurement modes to better 

align with innovative solutions that will be 

procured. 

Prepare a catalogue of best practices for 

contracting authorities. 

Contribute to the development of ethical use 

of data according to the concept of 

trustworthy AI 

Developing a dynamic code of ethics for AI by 

the Polish government takes into account 

human dignity (art 30 Polish Constitution) and 

the fundamental rights enshrined under the 

EU Charter including human-centric AI, 

transparency and explainability. 
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6 Updated list of Mitigation Measures & Way 

Forward  
The current section will examine the availability and effectiveness of mitigation measures 

applicable to identified areas of concern in terms of ethics compliance in public procurement in 

public hospitals. The assumptions, which will be considered, are derived from the conducted 

survey (showcased in D8.4 Section 4), as well as from relevant EU and worldwide conducted 

research.  

Some of the ethics principles, which have been identified with high probability of non-compliance, 

are: accountability and control, and transparency (fair communication). It is indisputable that if a 

healthcare system were to share patients® data with commercial actors against the patients® 

explicit consent, such an action would not only be considered immoral and unethical but first and 

foremost illegal. However, both legal and ethical guidelines accommodate a ¯grey zone° ² 

situations, which could lead to the use of health data for commercial purposes without the explicit 

consent of the patient but are not considered unlawful. 

6.1 Consent and Opt-out  
A most prominent example would be the sharing of data for both scientific and commercial 

research. Recital 159 GDPR states that: ¯the processing of personal data for scientific research 

purposes should be interpreted in a broad manner including for example technological 

development and demonstration, fundamental research, applied research and privately funded 

research.° This means that the GDPR does not ¯discriminate° between various types of research 

(i.e., public, private, or commercially motivated). The problem of this ¯grey zone° intensifies 

further, when patients® consent is considered given through not ¯opting out°. Even though explicit 

consent would be considered an ethically more amicable option, it is likely that the number of 

gathered consents might hinder the obtainment of a reliable number of sample data, consequently 

preventing, for instance, the development of a cure. On the other hand, though ¯opt-out° data 

can be gathered for the public good, considerably so from those patients who have an extensive 

health record with the most useful data for health research purposes, but at the same time belong 

to a stigmatised and vulnerable tier of the society. Such concerns are deepened by the use of 

machine learning and AI for data processing.  

All the outlined concerns lead to the ethics principles of accountability, transparency and 

traceability. Beyond solely ethical, these considerations are lawfully obliging, as per Art. 6 of the 

GDPR. It is common in most research projects that collected data are either anonymised or 

pseudonymised. Anonymised data does not fall under the scope of the GDPR; pseudonymised 

data does. However, even for pseudonymised data, efforts need to be made to de-sensitise data 

as much as possible. Particularly relevant are the GDPR provisions Art. 9 (1) and Art. 9 (2). As a 

provision of general prohibition, Art. 9 (1) states that ¯[p]rocessing of personal data revealing 

[¤]data concerning health [¤] shall be prohibited°. Paragraph 2 offers an exception to this 

general prohibition. In principle, there are three relevant cases which should be considered for 

health data processing for research purposes: 1) explicit consent; 2) necessity for the scientific 

purposes of the research; 3) necessity for purposes of substantial public interest. For a data 

processing for research purposes to qualifying un of these exceptions would not be 

unproblematic. Therefore, and given the potential benefits of personal data processing for 

scientific research, the GDPR has laid down a ¯lighter° data processing regime, which if the 

research meets certain criteria, allows relaxation of some of the rules. For this, data controllers 

need to pursue scientific research purposes, which as outlined above, according to Recital 159 

could be interpreted in a broader manner. Secondly, the controllers need to put in place 
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appropriate safeguards, including the use of pseudonymisation or anonymisation (Art. 89 (1) 

GDPR). Nevertheless, from an ethical point of view, the use of the ¯opt-out° feature constitutes a 

¯presumed consent°, with the aim to gain data subjects® agreement for their health data 

processing for various purposes. In the behavioural economics and ethics literature, mechanisms 

for altering behaviour in a predictable manner without limiting or forbidding other choices is 

referred to as ¯nudges°. These are ethically highly problematic, particularly because of the 

manipulation tendency some of them may have, and the disadvantageous consequences 

inexplicitly consented data sharing may have on individuals' lives. The so-called ¯dark nudges° 

are considered non-transparent and lock data subjects into their choices. Based on a UK case 

study from 2021, the following figure represents the main lessons learned and mitigation 

measures in regard to data lifecycle and data governance:  

 

Figure 47: Mitigation Measures 

In general, the proposed mitigation measures refer to the stages of the data processing lifecycle, 

precisely: 1) Creation, consisting of initial collection of data, consent to data sharing and 

application of relevant safeguards; 2) Use, consisting of processing, storage, and sharing of data 

and results communication; and 3) End, data deletion and obsolescence. ¯Ethical and Legal Data 

Governance° as well as patient education and awareness-raising are complementary silos to the 

data processing lifecycle, but indispensable for effective mitigation of ethical concerns and risks.  

6.1.1 Creation Phase: Data Protection Impact Assessment (DPIA) and 

Withdrawal Procedure    

Before initiating the data processing, it is important to ensure that the data subject has agreed to 

his data being part of data sharing activities, or at least that they have been given the free choice 

of disagreeing and have not done so. Furthermore, towards ensuring clarity, transparency, and 

fair communication, right to refusal of the processing of anonymised data must also be facilitated 

and granted if required. 

Furthermore, to mitigate the risks related to the health data processing by the data controller and 

its processors, data protection impact assessment (DPIA) needs to be performed as a good 

practice in the case of high-risk data processing. The assessment needs to be presented to the 
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data subject ¯at the time of collection° (Recital 61 GDPR), meaning just before the data 

processing takes place, in order to be of use to potentially non-consenting patients, who will then 

be able to effectively disagree and not give their consent. The DPIA has to be published in an 

easily accessible and reader-friendly manner for the public.  

Finally, data subjects who have changed their mind and wish to revoke their consent to their 

health data sharing and processing, should be able to do so in an easy manner, either through 

an email or through a webform. Particularly in the case of webforms, they are not considered 

mechanisms for adequate resistibility if they are accessible through multiple clicks and/or use 

non-intuitive wording.  

6.1.2 Use and End Phase: Policy for Secure Processing, Storage and 

Deletion 

Generally, stored data should be minimised and decentralised (federated). It is best if data is 

handled in a trusted research environment and does not leave the premises of the data 

controller®s server and shall be kept in dedicated computing environments. In the event that 

personal data needs to leave the premises of the controller, effective privacy methods (such as 

homomorphic encryption and secure multi-party computation) need to be applied. The use of 

synthetic data is highly preferable.  

6.1.3 Ethical and legal Data Governance  

To ensure ethical and legal processing of health data of patients, it is vital to have in place an 

effective data governance strategy. In order to avoid potential ethical concerns of leveraging 

¯perceived consent" or altering data subjects® behaviour in predictable ways, (health) data sharing 

must have appropriate goals and beneficiaries, for instance, to contribute to useful health 

research, whose outcomes will benefit patients® communities. Those goals can be proven and 

protected by appointing independent external experts/organisation with relative expertise in all 

concerned fields, and unrelated to the data controllers® aims and without any interest in the data 

subjects® data. Such governance structure will help prevent potential mission creep, and ensure 

transparent, non-bias oversight, which will have the potential to create more trust, reliability and 

security in data subjects.  

6.1.4 Patient Education and Awareness 

The patients® role (the data subject in the health data processing environment) has a twofold 

function: on the one hand, the patient is the prime data donor, on the other hand, there are also 

the ultimate beneficiaries of the research. Hence, it is essential for patients to receive adequate 

education on the data processing the research and the data sharing schemes in particular. Such 

activities are key enabling factors to build trust and confidence in patients as both donors and 

end users. Even though the DPIA must be made available and accessible, the data controllers 

need to account for the fact that not every patient will study the provided documentation; 

therefore, the controller needs to inform the public of the risks, benefits, and choices attached to 

the processing of their health data in a widely and intelligible manner, i.e., through public 

campaigns and schools. 

 

6.2 Standards and Certifications 
It is acknowledged that credible standards and certification schemes can be effective tools to 

bring about significant improvements to societies and communities, particularly when it comes to 

procurement management, as these often imply trust and reliability, and are a statement of 

guarantee of an external assessment (as suggested in Section 5.1.3). Particularly digital 
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technology standards in the healthcare domain support the reinforcement of data ethics and can 

serve as accountability mechanisms, also facilitating impartial oversight. Key stakeholders from 

the health domain in Europe engage in a range of procurement activities, which include inter alia 

the promotion of ¯smart procurement°, development of framework and tools for procurement of 

medical technologies (70% of which are purchased through procurement), as well as active 

engagement in international initiatives for innovative procurement mechanisms.  

As previously outlined in Section 3.1.1, there are numerous standards, which could be considered 

through the process of procurement management, including:  

¶ BSI/ISO: PD ISO/TS 17033:2019 Ethical claims and supporting information 

¶ BSI: 21/30424458 DC BS EN 17687 Public procurement, Integrity and accountability, 

Requirements and guidance 

¶ BSI: BS 10501:2014 Guide to implementing procurement fraud controls 

¶ ISO 20400 Sustainable Procurement ² Guidance 

¶ ISO/IEC 27009:2020 Information Security, Cybersecurity and Privacy Protection 

¶ ISO/TS 17975:2015 Health informatics - Principles and data requirements for consent in 

the Collection, Use or Disclosure of personal health information 

¶ ISO/IEC 38505-1:2017 Information technology ² Governance of IT ² Governance of Data  

¶ ISO 14971:2019 Medical Devices ² Application of risk management to medical devices 

It is to be noticed that most available standards related to ethics and ethical procurement are not 

specifically tailored to data ethics in public procurement. For instance, ethical procurement often 

referred to as ¯responsible procurement°, aims to ensure that procurement processes respect 

fundamental international standards against criminal conduct (such as bribery, corruption and 

fraud), as well as human rights abuse (i.e., modern slavery). Ethical procurement has been very 

much explored within supply chains of manufacturing corporations and just emerges as a topic 

of high importance in the health domain, particularly related to data processing and data ethics.  

In the health domain alone, there are many relevant standards, which are also relevant when it 

comes to data ethics procurement in hospitals. These include standards on hospital and medical 

device connectivity, particularly relevant for enabling medical device interoperability and reducing 

risk for health data sharing; Standards on medical devices, and medical software; Standards on 

AI and Robots in healthcare and in a hospital environment, as well as procurement technology in 

healthcare. Albeit relevant, oftentimes the standards are of exclusively technical nature, making 

their application to data ethics only partially possible.   

Consequently, there is a gap in the offer side of standards and certification in the domain of data 

ethics. To enhance data ethics procurement in hospitals and make it sustainable and reliable, a 

standard and/or certification is in demand to serve as an external attestation of compliance of the 

processing of sensitive data (health data) and its ethical conduct. For such a standard/ 

certification would be imperative to leverage not only ethical but mostly legal regulations and 

guidelines (i.e., GDPR, etc.), as such legislative instruments also entail fundamental ethical 

principles (i.e., accountability, transparency, etc.), making the data controllers® compliance with 

them obligatory.   
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6.3 Ethical sourcing of datasets 
The ethical sourcing of datasets is important to address, especially when it comes to AI/ML 

solutions that will be used in the healthcare sector. Datasets provide the fundamental building 

blocks for teaching AI models to identify patterns, make predictions, and carry out specific tasks. 

High-quality datasets are paramount for AI in the healthcare sector as they contribute to accurate 

diagnoses, patient safety, reliability, trustworthiness, generalisation, bias reduction, regulatory 

compliance, and facilitate research and innovation. Investing in high-quality data ensures that AI 

systems in healthcare deliver optimal performance and ultimately improve patient outcomes 

(Davenport and Kalakota, 2019) (de Hond et al., 2022).  

The source of datasets to be trained is essential in reaching high standards of quality. Machine 

learning models can suffer significant setbacks when trained on insufficient, inaccurate, or 

irrelevant data, hindering their robustness and performance (CloudFactory, no date). By putting 

first ethical considerations in acquiring datasets, healthcare entities can develop AI-based 

solutions that are fair, trustworthy, and beneficial to patients and society as a whole (Tomasi, 

2023) (Lawton, 2023) (Shaher A., 2023). 

 

6.3.1 Elements to consider when sourcing datasets 

When ethically sourcing datasets, there are different elements to consider: 

6.3.1.1 Data quality and data integrity 

Data quality refers to the reliability of data. It must be (Editor, 2022): 

¶ Complete: The data present is a wide percentage of the total amount of data needed. 

¶ Unique: Unique datasets do not contain redundant or unnecessary entries. 

¶ Valid: The data adheres to the defined syntax and structure outlined by the business 

requirements. 

¶ Timely: The data is sufficiently up to date for its intended purpose. 

¶ Consistent: The data is consistently represented in a standardised manner across the 

entire dataset. 

Data quality is one component of data integrity. The latter imposes the data to be complete, 

accurate, consistent and, in context. It is what makes the data actually useful to its user. Data 

integrity is based on three other features besides data quality: 

¶ Data integration: Data integration refers to the process of merging data from distinct 

sources into a single, unified view (Talend, no date). 

¶ Location intelligence: With location intelligence, many sources of geospatial data are 

collected and analysed and transformed into strategic insights (Geoblink, no date). 

¶ Data enrichment: Data enrichment happens by adding meaning, nuance, and context to 

internal data by enriching it with data from third-party resources (Bonderud, 2023). 

Data quality and data integrity are important and lead to better decision making, data recovery, 

data tracing, audit minimisation, and data security (Capella, 2022). 
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6.3.1.2 Consent and privacy  

It is mandatory to obtain consent for personal data collection, as required by the GDPR and other 

privacy laws. It is also obligatory to take appropriate measures to protect personal information, 

especially when it is considered sensitive like health data (for instance, Article 32 of the GDPR). 

6.3.1.3 Anonymisation and De-identification 

Data anonymisation and de-identification are both techniques attempting to hide the identities of 

people within a dataset. De-identification involves eliminating directly identifiable information from 

a data subject's profile. However, some potentially identifying data, including sensitive attributes 

like race, gender, or political affiliation, may still remain.  

When executed effectively, anonymisation should remove all identifiable data from a dataset, 

including indirect identifiers. If any indirectly identifiable data is retained, it should be subjected to 

techniques to ensure that it cannot be used to identify any specific individual (Kochovski, 2023).  

The following are basic techniques used to anonymise data (more advanced techniques exist, 

including synthetic data generation, data perturbation, or data swapping): 

¶ Data masking: Data masking is a data security technique that involves creating a replica 

of a dataset where sensitive information is obscured or obfuscated. (Informatica, no date). 

Examples of data masking would be replacing personally identifying details and names 

with other symbols and characters or moving details around or randomising data like 

names or account numbers(Satori, no date). 

¶ Data generalisation: Data generalisation involves the transformation of data within a 

database into a broader categorisation, akin to 'zooming out' from the details and 

obtaining a more comprehensive understanding of the trends and insights it offers. For 

instance, datasets including the ages of a group of people would be the following: ages ² 

26, 28, 31, 33, 37, 42, 42, 46, 48, 49, 54, 57, 57, 58, 59. Generalised data would be: 

ages ² 20-29 (2) ; 30-39 (3) ; 40-49 (5) ; 50-59 (5) (Devane, 2021). 

¶ Data aggregation: Data aggregation is the process of collecting data to present it in 

summary form. Data aggregation can be classified into two primary types: time 

aggregation and spatial aggregation. Time aggregation involves gathering all data points 

related to a specific resource within a designated time period. On the other hand, spatial 

aggregation involves collecting all data points pertaining to a group of resources during a 

defined time frame (Coresignal, no date). 

6.3.1.4 Bias and fairness 

It is frequent to hear the notion that computers are impartial. It is not true. Upbringing, 

experiences, and culture shape people, and they internalise certain assumptions about the world 

around them accordingly. AI is the same. These biases often mirror prevalent societal biases 

related to race, gender, biological sex, age, and culture (Kissner, 2019). 

Bias in AI systems can also originate from incomplete data. Incomplete data may lack 

representativeness, potentially leading to the inclusion of biases. For instance, many psychology 

research studies predominantly feature results from undergraduate students, who constitute a 

specific group and may not accurately represent the broader population(Dilmegani, 2022). 

Human biases are extensive and continue to be identified, resulting in a constantly growing list of 

biases. As a result, achieving a completely unbiased human mind, just like an AI system, may 

prove to be impossible. However, there are steps that can be taken to minimise bias in AI 

(Dilmegani, 2022): 
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a. To gauge the likelihood of unfairness, it is important to delve into both the algorithm and 

data to identify potential risks. Consider the following approaches: 

o Scrutinise the training dataset to ensure it is representative and of sufficient size 

to mitigate prevalent biases like sampling bias. 

o Perform subpopulation analysis by evaluating model metrics for specific groups 

within the dataset. This assessment can shed light on whether the model performs 

uniformly across different subpopulations. 

o Continuously monitor the model for biases over time, as machine learning 

algorithms can evolve, and model outcomes may vary with changes in training 

data. 

b. Incorporate a comprehensive debiasing strategy into your overarching AI approach, 

encompassing a range of technical, operational, and organisational actions: 

o Technical Strategy: Utilise tools designed to identify potential sources of bias and 

uncover data characteristics that impact model accuracy. 

o Operational Strategies: Enhance data collection processes by leveraging internal 

"red teams" and engaging third-party auditors. Consider adopting additional 

recognised practices. 

o Organisational Strategy: Foster a workplace environment that prioritises 

transparency, where metrics and processes are openly communicated and 

accessible. 

c. As biases in training data become evident, focus on enhancing human-driven processes. 

Model building and evaluation can bring to light biases that may have remained unnoticed 

for an extended period. This knowledge gained during AI model development allows 

companies to comprehend the underlying causes of bias. By incorporating training, 

process design, and cultural changes, organisations can actively improve their processes 

to mitigate bias effectively. 

d. Make informed decisions regarding the scenarios where automated decision-making 

should be prioritised over human involvement, as well as situations where human input 

should be incorporated. 

e. Adopt a multidisciplinary approach that embraces research and development to 

effectively reduce biases in datasets and algorithms. Addressing bias requires a 

collaborative effort involving ethicists, social scientists, and domain experts who possess 

a deep understanding of the intricacies within each application area. Therefore, it is crucial 

for organisations to actively involve these experts in their AI projects to ensure a 

comprehensive and well-informed approach towards bias mitigation. 

f. Promote diversity within your organisation, particularly within the AI community. A diverse 

team fosters an environment where biases can be more readily identified. It is often 

individuals from specific minority communities who are the first to notice bias issues. By 

maintaining a diverse AI team, you can effectively mitigate unintended biases and 

enhance the overall fairness of AI systems. 

6.3.1.5 Intellectual Property (IP) 

The primary objective of IP rights is to promote innovation through new technologies and creative 

works (WIPO, no date). An increasingly wide range of IP rights and duties arises in relation to 

data. For example, the structure of a database can be protected through copyright and its 

structure via sui generis right (Your Europe, no date). AI datasets could also be seen as trade 
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secrets if the related information is not generally known or readily accessible, if it has commercial 

value, and if it has been subjected to reasonable steps to remain secret (Article 2 of the Directive 

(EU) 2016/943 of the European Parliament and of the Council of 8 June 2016 on the protection 

of undisclosed know-how and business information (trade secrets) against their unlawful 

acquisition, use and disclosure (Text with EEA relevance), 2016). It is thus essential to ensure 

that the necessary permissions or licenses to use and distribute the datasets are obtained 

(SÉJOURNÉ, no date). 

 

6.3.2 Sources of datasets 

With the above-mentioned elements kept in mind, there are various sources for datasets that can 

be used for AI development:  

6.3.2.1 Open and public datasets 

Those datasets are maintained by governments or private institutions. By embracing open 

research methods, barriers to data access are reduced. This approach emphasises fair and 

equitable access and use for all potential users. Collaboration and innovation can thus increase 

(Weber and Locke, 2022). 

While open data has numerous benefits, there are also issues that can surface.  Open data can 

be accessed and used by a wide range of individuals or organisations, raising the risk of 

misinterpretation, misrepresentation, or misuse of the data. If users do not know the precise 

context or do not have enough information related to data collection and analysis and are just 

presented with the end results, there will be problems with fully and properly understanding the 

data (Dugan, 2022). Open data may also contain personal data that has not been properly 

anonymised or protected, and it may also include information collected without the consent of the 

individual or the organisation (Edmiston et al., 2021).  

6.3.2.2 Data marketplaces 

Data marketplaces, also called data exchanges, are online transactional locations or stores that 

ease the buying and selling of data (Snowflake, no date). Data marketplaces are great for AI-

based solutions as they provide access to a vast variety of data from multiple sources. They also 

can help organisations to streamline their data procurement processes by lowering the time and 

resources needed to acquire data. Another advantage comes from the fact that marketplaces 

have a significant stake in guaranteeing that data providers offer high-quality data products when 

selling or sharing them. This is crucial as it directly impacts the marketplace's reputation, and the 

trust and confidence users place in it (Revelate, 2023).  

Issues that can arise from data marketplaces mirror those of open and public datasets, especially 

when it comes to privacy and consent. Unauthorised access, breaches, or misuse of data can 

also come to light if appropriate security and privacy safeguards are not implemented 

(Vandevelde, 2020) (Lindsey, 2019). 

6.3.2.3 Crowd-sourced datasets 

Crowdsourced data collection involves harnessing the collective efforts of a large group of 

individuals to collaboratively build datasets. It is a participatory approach that leverages the 

contributions of a diverse crowd to create a comprehensive and diverse data resource 

(Clickworker, no date) (Truth Initiative, 2017).  

Experienced data crowdsourcing platforms adhere to rigorous quality standards and implement 

well-defined recruitment processes to ensure the accuracy and relevance of the collected data. 

For instance, established crowdsourcing platforms should evaluate the skills and capabilities of 
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data collectors to match them with suitable data collection tasks that align with their expertise and 

abilities. They should also provide comprehensive training and instruction to data collectors, 

helping them enhance their data collection techniques and activities (Javaid, 2023). To ensure 

unbiased outcomes, models need to be trained on diverse datasets. Crowd-sourcing data 

facilitates the creation of diverse datasets encompassing various geographical regions, 

languages, and dialects, with minimal effort and cost (Shaip, 2022). 

One drawback of crowdsourced data collection is the challenge of maintaining confidentiality. 

When dealing with sensitive or secretive projects, it becomes increasingly challenging to uphold 

confidentiality when collaborating with a large number of data collectors from different parts of the 

world. Another challenge associated with crowdsourced data collection is the complexity of 

tracking and evaluating the performance of data collectors. This arises from the potential risk of 

data collectors submitting plagiarised data, whether intentionally or unintentionally (Javaid, 2023). 

6.3.2.4 Synthetic data 

Synthetic data is artificial data that replicates the characteristics and structure of the original data. 

It is created using models trained to closely mimic the patterns and properties of the original data. 

As a result, synthetic data and original data should yield highly similar results when subjected to 

the same statistical analysis (European Data Protection Supervisor, 2023). 

Synthetic data has the potential to greatly reduce the expenses involved in creating training data. 

Moreover, it can effectively tackle privacy concerns linked to potentially sensitive real-world data. 

Synthetic data can also minimise bias when compared to real data, as the latter may not capture 

the complete spectrum of information about the real world accurately. By incorporating rare cases 

that emulate realistic scenarios but are challenging to obtain from authentic data, synthetic data 

can offer increased diversity. Synthetic data can guarantee enhanced data quality since it has the 

capacity to automatically fill in missing values and assign labels, thereby enabling more precise 

predictions (Datagen, no date). 

However, synthetic data, while being capable of imitating real-world data, is not an exact replica. 

Consequently, it may not encompass certain outliers present in the original data. It can be a 

problem since outliers can hold greater value than regular data points in specific applications. 

Besides, the quality of synthetic data is closely linked to the quality of the original data. Synthetic 

data has the potential to mirror the biases present in the original data. Furthermore, the 

manipulation of datasets in order to create fair synthetic datasets can potentially lead to 

inaccurate data (European Data Protection Supervisor, 2023). 

6.3.2.5 Data sharing agreements 

Data sharing or licensing agreements establish a framework for the sharing of personal data and 

documents. They define the purpose of the sharing, outline the handling and processing of the 

data at each stage (University of South Wales Prifysgol De Cymru, no date). 

A data sharing agreement itself is not a dataset source, but it can facilitate the ethical sourcing of 

datasets. Data sharing agreements can establish clear guidelines and expectations for the 

collection, use, and sharing of data. It ensures that all parties involved understand their rights, 

responsibilities, and obligations, promoting transparency and accountability (Irwin, 2021). Data 

sharing agreements also ensure that data sharing practices adhere to applicable privacy 

legislation. It commonly incorporates provisions for obtaining informed consent from individuals 

whose data is shared, safeguarding their privacy rights, and establishing practices for data 

security and confidentiality. This is the case of agreements between data processors and data 

controllers under the GDPR (Article 40). The agreement may also address intellectual property 

rights, specifying ownership and usage rights of the shared data (OECD Legal Instruments, no 

date).  
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There might be issues stemming from the use of shared datasets. There might be some 

restrictions on the accessibility of this type of dataset and this could prevent the development of 

AI-based solutions. Data sharing agreements may also not adequately consider the need for 

diverse and representative datasets which can result in bias (European Union Agency for 

Fundamental Rights, 2022) (Netherlands AI Coalition, 2020). 
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7 Ethical Data Procurement: Updated 

Guidelines and Recommendations  
Taking into account the above analysis and the normative landscape that is currently being 

formed, this chapter aims to provide a compact overview of the best practices that need to be 

included in the IPJ process for ODIN to embed data ethics. Aiming at this, four main sub-sections 

have been developed, inspired by the ­ethical platform for responsible delivery of an AI project® by 

Leslie D and the Alan Turing Institute (Leslie, 2019). The first section under the title ­REFLECT® 

identifies the ethical themes that will support and guide the entire data ethics framework as 

overarching principles, in an effort to develop an innovative and more ethical public procurement. 

These principles and their underlying norms form the CARE principles. The second section titled 

­IMPLEMENT® provides practical requirements that will facilitate embedding data ethics in public 

procurement. These requirements are based on the FAST principles (Leslie, 2019, p.12) that 

demand a lifecycle approach, while the importance of data governance is also considered in these 

guidelines and forms the third section named ­DEMONSTRATE®. Finally, the fourth section titled 

­EMBED® will visualise how data ethics requirements could be embedded throughout the public 

procurement process, considering the Directive and its requirements. The Venn diagram below 

gives an indication of the interaction between these four sections: 

 

Figure 48: Odin®s Data Ethics and Procurement Framework Interplay -Venn Diagram 
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a. REFLECT on the Key Ethical Themes 

Table 16: Odin®s Key Ethical Themes 

ETHICAL THEME DESCRIPTION 

Human dignity 

 

Data processing must respect human 

dignity. Any activity must value and 

respect humans, and human 

empowerment must be embraced. 

Humans must not be subject to an 

automated-decision making and prompt 

and adequate information to individuals 

must be ensured before their data is 

used. This principle aligns with the 

Belmont ethical principle titled ­®Respect 

for persons®®. 

Fundamental rights protection- Fairness 

& Legal compliance 

 

All data processes must respect 

fundamental rights including non-

discrimination, equality, human dignity 

and data protection. Data must be 

accurate, representative and of good 

quality. This principle aligns with the 

Belmont ethical principle titled ­­Justice®®. 

Prevention of misconduct or 

incompliance 

 

Conduct promptly relevant impact 

assessments to assess the risks each 

data processing activity entails and take 

preventive measures to mitigate these. 

This principle aligns with the Belmont 

ethical principle titled ­­Beneficence®® and 

inter alia sets up a ­do-not-harm® rule and 

asks for risk minimisation. 

Transparency - Fair communication 

 

Prompt and appropriate communication 

to the public on the project, methods and 

outcomes. When possible open data to 

allow inspection. 

 Explainability 

 

All data processes and especially those 

that deploy AI systems must always be 

explainable and allow human intervention. 

Serving Public good 

 

All data processes must benefit public 

good and not result in negative societal 

outcomes. This principle aligns with the 

Belmont ethical principle titled 

­®Beneficence®® and requires obligations of 

beneficence to impact not only individuals 

but also society at large. 
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Environmental protection 

 

Any use and storage of data must 

consider environmental implications from 

the design process. 

Traceability 

 

Documentation of data and processing 

activities to ensure errors will be promptly 

identified and the right people can be 

held accountable and responsible. 

Accountability & Control 

 

Clear and effective data governance and 

oversight mechanism through the project 

lifecycle. 

Universal design 

 

ALL shall benefit from products and 

services that utilise data including elderly, 

children and people with disability.  

All these ethical themes supplement each other and either require a positive action or measures 

to avoid a negative impact of them. The CARE principles provide a 4-dimensional view of these 

themes and give useful high-level guidance on what should be done to ensure each ethical theme 

is embedded throughout the IPJ process. For example, to embed the ethical theme of 

­environmental protection® the vendor needs to respect nature and the environment overall, avoid 

harming the environment, envision possible environmental impacts this project might have to take 

measures to prevent it and communicate to the public its environmental policy. 

 

 

Figure 49: CARE Principles  



Deliverable 8.5 ² Data ethics in public procurement for hospitals v2  

 

Version 1.0 I   21/09/2023   I   ODIN © 90 

 

 

b. Practical Requirements - IMPLEMENT & DEMONSTRATE 

While the key ethical themes underline the normative requirements and should always be taken 

into account as main objectives during public procurement, the FAST principles are more specific 

and form the basis of the practical requirements this section will provide, taking into account the 

stages of public procurement and the lifecycle of the product/service. The FAST principles 

incorporate all ethical themes and CARE principles and are briefly provided in the figure below: 

 

Figure 50: FAST principles (Leslie, 2019, p.12) 

Especially regarding the principle of accountability, an effective inclusion of data ethics principles 

would not be possible without an ethical data governance framework and oversight mechanisms. 

The data governance/accountability framework will thus effectively support the practical 

requirements in terms of organisation and governance and enable organisations to better embed 

data ethics. Due to its significance, a dedicated column in the table below is provided. In light of 

the above, the table below provides an overview of the practical requirements that aim at including 

data ethics in public procurement: 

Table 17: Practical requirements for ODIN based on FAST principles 

FAST 

PRINCIPLE 

MAIN 

GOAL 

MAIN 

REQUIREMEN

T 

PRACTICAL 

REQUIREMENTS 

DATA GOVERNANCE / 

DEMONSTRATE 

COMPLIANCE 

FAIRNESS Data 

fairness 

All data 

must be 

Respect the 

right to 

personal data 

protection 

1. Identify when 

personal data is 

processed. 

1. Conduct and publish 

DPIAs when necessary  

2. Set a clear purpose for 

processing data 



Deliverable 8.5 ² Data ethics in public procurement for hospitals v2  

 

Version 1.0 I   21/09/2023   I   ODIN © 91 

 

 

accurate, 

reliable, 

representa

tive, and of 

good 

quality. 

Their 

processing

, including 

acquisition 

must be 

fair and 

compliant 

with data 

protection, 

intellectual 

property, 

trade 

secrets 

and non-

discriminat

ion 

legislation. 

Comply with 

the GDPR 

2. Assess the data 

protection 

requirements per 

dataset and type of 

data (e.g. sensitive or 

not) 

3. Establish lawful 

grounds for 

processing 

4. Assign a DPO if 

necessary 

5. Embed data 

protection-by-design 

and by-default 

 

 Responsible 

data acquisition 

1. Document the 

origin of data 

2. Source integrity 

check to ensure data 

gathered by reliable 

sources that used 

lawful grounds for 

data collection 

1. Consult the data owner 

to obtain a high-level 

assessment of the source 

and integrity of data- 

Document the 

consultation 

2. Data labels that 

indicate the source origin 

 Risk-adequate 

level of data 

security 

Take the necessary 

technical and 

organisational 

measures to secure 

data processing 

Encourage 

anonymisation, data 

aggregation, masking and 

use of synthetic data 

 
Data fit-for-

purpose 

Data must be 

of good quality, 

relevant and 

able to achieve 

the specific 

purpose for 

which they 

were collected 

1. Consider data 

minimisation principle 

2. Highlight known 

limitations of data in 

quality and describe 

measures to address 

these 

1. Deploy data 

management rules that 

control the quality, 

suitability and impartiality 

of data 

2. Data labels that ensure 

data quality 
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 Representative 

training 

datasets 

Measures to avoid 

underrepresentation 

or overrepresentation 

of groups. 

Mechanisms to 

mitigate bias 

1. Develop bias policies 

and bias checking 

procedures, especially 

regarding unconscious 

bias 

2. Conduct an ethical 

impact assessment that 

considers bias as a 

possible negative 

outcome 

 Up-to-date 

datasets 

Periodic checks to 

scrutinise the timelines 

and recency of data 

that constitute 

datasets 

Set timeframes for 

data deletion 

Document timeframes 

and require the lead of the 

project to confirm in 

writing that all data 

relevant to the project are 

deleted. 

Outcome 

fairness 

 

The outcome 

must not have 

discriminatory 

impact on 

individuals 

1. Built-in procedures 

to systematically 

address potential 

deviations 

2. Technical measures 

to log data activity and 

provide sufficient 

evidence to enable 

assessments on 

outcome fairness 

1. Clear mechanisms and 

procedures that assess 

effectively and promptly 

outcome fairness 

2. Develop a 

communication strategy in 

case of data misuse to 

help maintain 

community®s trust 

3. Assign specific people 

with the right skills and 

make them responsible to 

check outcome fairness 

4. Create safe-heavens 

for reporting data misuse, 

negative outcomes and 

early warnings. 

Implement

ation 

fairness 

Employees and 

users 

sufficiently 

trained to avoid 

bias and 

comply with 

data related 

legislation 

when 

implementing 

the project 

1. Training relevant to 

GDPR and data 

related legislation 

(data act, database 

directive, trade 

secrets). 

2. Training to enable 

staff to identify biased 

results or datasets 

and detect 

unconscious bias. 

1. Create diverse and 

multidisciplinary teams to 

avoid bias in decision-

making and utilise 

different skillsets (e.g data 

architects, commercial 

managers, security 

architects etc) 

2. Develop a clear 

understanding of the skills 

required to minimise bias 
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Regular Training 

revisions. 

3. Include in the 

selection criteria of 

procurement a score 

for diverse teams 

and raise awareness of its 

importance 

Manage 

data with 

integrity 

Hospitals 

should not 

abuse their 

position 

regarding the 

data they 

process 

 

1. No sharing or reuse 

of data for goals that 

undermine human 

rights or do not serve 

public good. 

2. Comply with 

relevant legislation on 

data sharing 

3. Establish clear 

conditions for data 

reuse and 

repurposing.  

4. Define if and how 

you will share data 

with vendors for public 

procurement and the 

subsequent project. Id 

data is sensitive, 

consider sharing only 

a representative 

sample. 

5. Include unlawful 

exploitation of data in 

the exclusion criteria 

of public procurement 

1. Create a trustworthy 

data management access 

control across the data 

lifecycle 

2. Implement governance 

mechanisms to ensure 

data usage and sharing is 

done effectively, safely 

and lawfully. 

3. Training of staff to 

increase and share 

knowledge on data 

governance, management 

tools and conditions of 

reuse or sharing. 

4. Consider consultation 

of the relevant supervisory 

authorities for data 

governance rules 

5. Be transparent when 

data misuse or data leaks 

occur and inform 

community if necessary. 

Respect 

human 

dignity via 

human 

empowerm

ent 

 

Take a human-

centric 

approach and 

ensure the 

project benefits 

humans and 

their right to 
self-

determination. 

After prompt 

and clear 

information that 

is accessible 

and 

understandable 

to all individuals 

1. Notification of non-

human interaction 

when this occurs 

2. Universal design to 

ensure all people have 

access, are informed 

and benefit equally 

from the project. 

3. Opti-in and opt-out 

tools 

4. Encourage data 

users to self-evaluate 

their data in terms of 

accuracy 

1. Develop an effective 

appeal mechanism and a 

complain procedure 

2. Ensure user®s choice is 

in practice respected. 
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no matter of 

their age or 

disability, 

power shall be 

given to them 

to exercise 

autonomy 

5. Provide users with 

an appeal mechanism 

especially for 

automated-decisions 

ACCOUNTA

BILITY 

Accountab

ility 

Human 

answerability 

(who is 

accountable) 

1. Per each data 

processing activity, 

clear allocation of 

responsibility must be 

established 

2. Implement 

accountability-by-

design: responsible 

human-in-the-loops 

across the entire 

process 

1. Governance structure 

with clear roles and 

responsibilities per role 

and discipline through the 

project lifecycle and 

during the procurement 

process itself. 

2. Define end-of-contract 

roles and responsibilities 

4. Establish an escalation 

mechanism for 

procurement team 

members if they have 

data concerns 

 Auditability 

(how  a human 

will be held 

accountable 

based on 

evidence) 

Demonstrate 

responsibility and 

justify the outcomes.  

Every step of the data 

process must be 

accessible for audit 

and review. 

Keep records that 

enable monitoring and 

demonstrate 

diligence. 

1. Create detailed data 

logs and user journey 

maps 

2. Auditable methods of 

data cleaning 

3. Allow external audits 

 

SUSTAINAB

ILITY 

Social 

impact of 

the project 

must be 

dynamicall

y assessed 

Envision the 

social 

implications 

and take 

measures to 

prevent any 

negative 

outcomes 

1. Consider long-

terms effects on 

society and individuals 

from the start of the 

project. 

2. Consult 

stakeholders from the 

design to better 

identify big-picture 

implications of the 

project 

3. Conduct 

Sustainability impact 

1. Publish stakeholder 

consultations 

2. Publish Sustainability 

impact assessments 

(SIAs) when possible 

3. Establish a clear 

sustainability policy  

4. Ensure the staff has the 

necessary training and 

skills for the longevity of 

the project 
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assessments (­SIAs®) 

to identify and take 

measures to prevent 

negative societal 

implications 

4. Include clauses on 

sustainability and 

fundamental rights 

protection on contract 

performance 

conditions along with 

sanctions for non-

compliance 

 

 

5. Develop a termination 

mechanism when the 

project stops being ethical 

and has serious societal 

implications. 

 

 

Environme

ntal 

sustainabili

ty 

Process data 

while 

considering the 

environmental 

implications 

through the 

project lifecycle 

1. Envision 

environmental 

implications via SIAs 

2. Take measures to 

reduce environmental 

footprint on data 

processing activities 

3. Prioritise clean and 

renewable energy 

regarding selection of 

data centres. 

4. develop minimum 

requirements for the 

technical equipment 

which will be used to 

process and analyse 

data (i.e enterprise 

laptops) 

1. Publish environmental 

labelling of data 

processing activities (incl. 

storage) 

2. Develop a clear 

environmental policy 

based on the data 

lifecycle 

 

TRANSPAR

ENCY 

Process 

transparen

cy 

Communicate 

to the public 

the process, 

methods and 

rationale of the 

project in a 

clear and plain 

language 

1. In any 

communication 

activity, embed 

universal design and 

ensure individuals will 

be able to clearly 

understand the 

information you 

provide 

2. Provide adequate 

information on the 

logic behind 

algorithms, goal of the 

Engage in a constant 

dialogue with 

stakeholders 

(consultation) 

Publish timeframes for 

monitoring 

Decide where data will be 

hosted depending on the 

delivery complexity and 

visibility need (see figure 

52). 
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project, test reports 

and quality criteria 

3. Ensure all 

mandatory information 

(by law) is promptly 

provided to users and 

those affected. 

Outcome 

transparen

cy 

To enable 

auditability, 

accountability 

and respect 

human dignity 

Provide explanations 

to stakeholders in 

clear and 

comprehensive 

manner. The 

explanation must be 

adequate to show that 

the outcome was 

ethically permissible. 

Develop an explanation 

model and an effective 

contest mechanism 

Open data Open data to 

the extent 

possible to 

build trust and 

public 

confidence 

while allowing 

review from 

third parties 

Publish open data and 

source code, but 

consider legal 

obligations and 

limitations. 

Open disaggregated 

and granular data in 

accordance with 

privacy, security and 

data ownership 

requirements. 

Promote fair data 

ecosystems via open 

government policies 

 

To ensure these recommendations will be effectively implemented throughout ODIN project, a 

compact checklist that summarises the above recommendations is shown in the figures below: 
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Figure 51: Checklist 1 for Implementers 
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Figure 52: Checklist 2 for Implementers 

 

c. EMBED Data Ethics per Public Procurement Stage  

Besides the practical requirements identified in section 2 above, as the public procurement 

includes different stages, a swimlane diagram was deemed necessary to better visualise how and 

when these requirements will be required. Data ethical considerations must be incorporated into 

procurement projects from the start and contractual agreements must include clauses on data 

ethics, as shown in the figure below: 


























